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Abstract of the contribution: The FS_NSA Authentication solution section contains a solution 2.5 on using a back off timer to prevent overload of signalling messages to the network. In this contribution we add the technical details to this solution.
1. Introduction
Solution 2.5 aims at managing signaling overload due to for example configuration errors and possibly malicious intent by sending a back off timer to the UE whenever such an overload is detected. In this contribution, we add the necessary details and resolve the Editor’s Note.
2. Text proposal

*** First change ****
5.2.4.5
Solution #2.5: Timed attach for UEs

5.2.4.5.1
Introduction  

This solution addresses key issue 5.2.3.7 of overload of network signalling. In particular, it addresses the issue where a large number of UEs try to attach to the network at the same time by introducing a so-called back off timer that tells the UE to stay away for some time.

5.2.4.5.2
Solution details 

5.2.4.5.2.1
High level overview

In order for this solution to work, the network should monitor related signalling messages, such as attach messages. In case the number of signalling messages reach beyond a certain threshold (or the network detects otherwise that an overload situation occurs), the network may instruct the UE to 'back off' for a time X. A UE receiving such a message should refrain from sending signalling messages until the time X has passed.

The network may decide to grant the UE a time interval during which the UE is allowed to send signalling messages. In that case the network provides the UE with a time X and a time Y and asks the UE to send signalling messages between time X and time Y. The UE can randomly decide when to send signalling messages within this time interval.

NOTE: 
The back-off timer in the UE should be protected against tampering.
5.2.4.5.2.2
Detailed Description
Editor’s Note: None of the normative language in this clause and subclauses may be interpreted as normative; rather it should be interpreted as informative.
5.2.4.5.2.2.1
Overload Handling Function
The handling of signalling overload may occur at any place in the core network that is relevant for the specific signalling. The overload handling function is responsible for:

· Detecting an overload in the network due to by many UEs that attach at the same time;

· Deciding which UEs are to be temporarily denied access;

· Storing the relevant parameters of for these UEs, namely:

· (Temporary) Subscriber Identifier: the NextGen equivalent of the TMSI, GUTI or IMSI;
· The deny or grant periods;

· Informing the UE of its decision by sending a back off period or grant period.
NOTE:
In an LTE network, a logical place for the detection function is the MME. In NextGen it would be the functional entity that handles the attach and fetches the security context.
5.2.4.5.2.2.2
Message Flows

Below we show two message flows. One where the overload handling function is implemented in a Core Network Node and one where the overload handling function is distributed over the access network and the core network. The first one aims at managing overload situations in the core network and the other one to manage overload situations in the access network.
In the message flows we assume that the overload handling function is implemented in a combined SCMF/MME.
Editor’s Note: The message flows will have to be updated when the security architecture is decided on.
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Figure 5.2.4.5.2.2.2-1：Overload detection in Core Network  informing the UE of the (new) grant or deny period
The following steps are performed in this flow:

1. An overload situation is detected in the core network;
2. A UE attaches to the network using a temporary identifier;
3. The Access Network forwards the attach to the Core Network;
4. The CN-Node fetches the security context of the UE from the SCMF;
Editor’s Note: It is ffs how the CN-Node can handle UEs that are not yet authenticated and for which no security context may be available.
5. The CN-Node sets a grant or deny interval for the UE;
6. The CN-Node creates a attach reject message and signs the message with the appropriate integrity key and returns it to the respective AN-Node;
Editor’s Note: It is ffs whether and how the CN-Node can sign the message in case no security context exists for the UE.
7. The AN-Node forwards the message to the UE;
8. The UE checks the integrity of the message and sets the timers accordingly.
The following figure shows the case where the overload detection is performed in the access network. The steps described above are the same, except that the access network may indicate the overload to the core network in order for the core network to create and sign the attach reject message.
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Figure 5.2.4.5.2.2.2-2：Overload detection in the Access Network and informing the UE of the (new) grant or deny period
5.2.4.5.2.2.3
The UE

Upon reception of a back off message, the UE shall perform the following actions:
· If the message is integrity protected, the UE shall check the integrity of the back off message; if the integrity check fails the UE may:
· Ignore the message;
· Search for a different cell and retry;
· Accept the message, but may set the timers to different values;
· Set the retry time according to:
· A time in the grand period. The UE may randomize this time;
· A time outside the deny period (or after the back off timer). The UE may randomize this time;
· The UE may inform the end-user in case it has a UI.
5.2.4.5.3
Evaluation 

This solution allows the network to handle overload situations by providing grant or deny periods to specific UEs.
This solution assumes that UEs obey grant or deny periods when provided by the network.


*** End of First Change ***
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