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Abstract of the contribution: This pCR proposes an update of the Key issue #17.2 Quantum safe cryptography. More details are provided in the related discussion paper S3-161847.
1 Introduction 

This pCR proposes an update of the Key issue #17.2 Quantum safe cryptography. More details are provided in the related discussion paper S3-161847.
2 Proposal

It is proposed that the changes below will be included in TR 33.899 under the security area #17 Cryptographic algorithms.
3 pCR 
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5.17.3.2
Key issue #17.2: Quantum safe cryptography 

5.17.3.2.1
Key issue details

Current asymmetric cryptographic algorithms in use nowadays, and largely deployed, will be considerably impacted by the arrival of large-scale quantum computers. Even if the date of arrival of quantum computing era with large-scale quantum computers for code-breaking is an open question, Next Generation System will probably be on the field when quantum computers become a reality. 

Several reports on Quantum Safe Cryptography exist; confer [54] and [55]. 
Shor’s algorithm will practically break all currently standardized public-key algorithms, including RSA, Elliptic-Curve Cryptography (ECC), Diffie-Hellman, and pairing-based crypto. With Shor’s algorithm, today’s public-key algorithms lose almost all security, and increasing the key length does not help much. Using a quantum computer, recovering the private key in RSA-2048 can be done in 235 operations [x]. While early results [x] pointed to RSA being slightly harder to break on quantum computers than ECC (at the same classical security level), recent research [y] taking reversibility into account shows that breaking 160-bit ECC ends up requiring more qubits and more quantum operations than RSA-1024.

Quantum computers would also have a theoretical impact on symmetric cryptography. Grover’s algorithm can invert any function using only 𝒪([image: image2.png]


) evaluations, where N is the number of possible inputs, e.g. cryptographic keys. Using a quantum computer, key recovery of AES-128 could be done in 286 operations [z]. But Grover’s algorithm cannot be effectively parallelized, and together with the higher cost and lower clock rates, this means that a cluster of classical computers will likely remain the most cost-efficient way to break symmetrical crypto. It is unknown if Grover’s algorithm will ever be relevant for practical cryptanalysis.
3GPP should wait until publicly evaluated PQC algorithms have been standardized. Introducing algorithms that has not been publicly evaluated for many years introduces more risks than it eliminates. 3GPP should mandate implementation of post-quantum cryptography as soon as public evaluated algorithms have been standardized. Actions should be aligned with IETF standardization of TLS, IKEv2, and X.509. 3GPP should aim to deprecate non-quantum safe algorithms before large enough quantum computers emerge. Timely introduction of post-quantum cryptography enables this.
5.17.3.2.2
Security threats 

At the arrival of large-scale quantum computers for code-breaking, the currently used algorithms based on asymmetric cryptography will be broken. 

Some examples of asymmetric algoritms that will be no longer secure:

· RSA, DSA or ECDSA for digital signatures 

· DH, ECDH for key exchange. 

AES is considered as quantum safe even with key length 128 bits.
Editor's Note: Selection of appropriate key lengths used for symmetric key algorithms, hash functions, and the associated message authentication codes generated, to be quantum-safe is FFS.


New quantum-safe asymmetric cryptography is needed (to replace RSA, ECDSA…); some alternatives, based on coding theory, lattices, hash functions, multivariate equations, and supersingular elliptic curves, are under being studied but need more time for scrutinization by the crypto community. 
Quantum-resistant cryptographic algorithms that have not been sufficiently publicly evaluated may have weaknesses that would have been discovered in the public evaluation.
5.17.3.2.3
Potential security requirements

Next Generation System shall be able to support cryptographic algorithms that can resist quantum computing attacks. 

Next Generation System shall enable transition to quantum safe cryptography. 

The use of quantum cryptographic algorithms known to be resistant against quantum computer attacks shall be considered in priority when designing new security mechanisms and protocols.
The quantum-resistant cryptographic algorithms supported by the Next Generation system shall be standardized and have been publicly evaluated for many years.
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