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Abstract of the contribution: The following contribution presents a solution for V-UE pseudonymity based on the use of pseudonyms during attach and a V2X MVNO.
1 Introduction 

This contribution describes a solution against UE tracking with V2V/V2I communication. The solution is based on the observations made in a companion contribution.

2 Proposal

It is proposed to approve the following changes for inclusion in TS 33.885.
3 pCR 

***
BEGIN CHANGES
***

6.Y
Analysis

6.Y.1
Addressed key issues 
This solution addresses KI#7 on Vehicle UE privacy. It is could be an alternative in regions where strong privacy rules apply and whenever it is required to operate V2X communication on the LTE-Uu reference point.

6.Y.2
Description of the solution 
6.Y.2.1
Deployment model 
It is proposed that a dedicated V2X MVNO is responsible for V2X subscriptions. This V2X MVNO would operate at least an HSS and a V2X Control Function acting as the HPLMN for V-UEs which would be then always roaming (See Figure 6.Y.2.1-1). 
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Figure 6.Y.2.1-1: Deployment model for V2X

6.Y.2.2
Concealment of the IMSI 
For the attachment procedure, it is proposed that the V-UE uses a pseudonym IMSI (P-IMSI) that is regularly changed. The link between a P-IMSI and the corresponding IMSI is then supposed to be known only to the V-UE owning that IMSI and the HSS. At the VPLMN, a successful authentication using a new P-IMSI would trigger a complete refresh of all the UE specific bearer service identifiers (e.g. allocated IP address), thus breaking the link to any previous session run with same V-UE.

In order to minimize the impact on the existing procedure, it is proposed that the P-IMSI has the same structure as the IMSI so that the MNC and MCC still designate the V2X MVNO while the remaining part is UE specific.
Editor’s Note: It is FFS whether the P-IMSI management and provisioning mechanisms are out of scope.
6.Y.3
Evaluation 
TBD
***
END OF CHANGES
***
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