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Abstract of the contribution: The following contribution addresses the tracking threat of the UE while using V2V/V2I communication in light of the recent update of the SA1 privacy requirements and the progress in SA2’s work.
1 Introduction 

In the last SA1 meeting, the privacy requirements in TS 22.185 clause 5.3 have been updated following an LS from SA3 asking for further clarifications. This contribution discusses technical aspects related to V2V/V2I communication. The purpose is to clearly show where exactly mitigations might be needed in order to prevent UE tracking 

2 Analysis

The most relevant change in TS 22.185 clause 5.3 was to the last requirement cited below in its new form.

[R.5.3-006]
Subject to regional regulatory requirements and/or operator policy for a V2V/V2I application, the 3GPP system shall support pseudonymity and privacy of a UE in the use of a V2V/V2I application, such that no single party (operator or third party) can track a UE identity in that region.
Observation 1: V2N and V2P are no longer in scope of the non-tracking requirement.

Observation 2: It is not precluded that multiple parties could collaborate to track a UE for example for defect detection.

2.1 Tracking threat
Due to the type of the communication and the latency requirements of V2X, it is more likely that position, speed and identifying information in V2X messages is broadcasted unencrypted. The availability of such information makes it possible for any eavesdropper to track vehicles. 

Short term tracking is still allowed as it is crucial for V2X applications to work properly, e.g. for trajectory estimates when vehicles are in the vicinity of each other. So the problem is more related to long term tracking. Therefore, solutions like in [1] and [2] proposes the use of pseudonyms (tickets or pseudonym certificates) that are regularly changed. Tracking would be then only possible and tolerated between pseudonym changes. It is no longer possible for an eavesdropper to link short term itineraries together and thus track vehicles in the long term.
Observation 3: There could be still a threat for tracking in cases where the application layer pseudonym changes do not occur simultaneously for all vehicles or where only one vehicle is transmitting in the area.

The use of LTE for V2X gives the operator other means to track vehicles regardless of the mitigations at the application layer. Examples of such means include the use of IMSIs during attachment, the addresses at the transport layer (IP and Layer-2 ID).and the control of radio resources (in scheduled mode).
2.2 V2X operation modes

As described in TS 23.285 clause 4.1, there are two modes of operation for V2X communication, namely over the PC5 and over LTE-Uu. LTE-Uu can be unicast and/or MBMS. These two operation modes may be used by a UE independently for transmission and reception, e.g. a UE can use MBMS for reception without using LTE-Uu for transmission. A UE may also receive V2X messages via LTE-Uu unicast downlink.
Observation 4: V2V/V2I communication could be performed solely over PC5 interface.
2.3 PC5 communication
There are two modes of resource allocation for PC5 (or sidelink) communication. In the scheduled mode, the eNB allocates resources on a UE specific basis. In the autonomous mode, UEs choose independently from a pool of resources allocated on a non-UE specific basis.
Observation 5: In the autonomous mode, the operator cannot track the UEs based on the allocated radio resources.
PC5 supports IP and non-IP based communication. In particular, TS 23.285 clause 4.5.1 describes how the different identifiers (IP address and Layer-2 IDs) are allocated. More precisely, when IP based V2X messages are supported, the UE auto-configures a link local IPv6 address to be used as the source IP address, as defined in clause 4.5.3 of TS 23.303.

In addition, each UE has a Layer-2 ID which is included in the source Layer-2 ID field of every frame that it sends on the layer-2 link. The UE self-assigns the Layer-2 ID for the V2X communication over PC5 reference point.
Observation 6: For PC5 communication, the UE controls the source IP address and the source Layer-2 ID.
3 Conclusion

The following observations have been made.

Observation 1: V2N and V2P are no longer in scope of the non-tracking requirement.

Observation 2: It is not precluded that multiple parties could collaborate to track a UE for example for defect detection. 
Observation 3: There could be still a threat for tracking in cases where the application layer pseudonym changes do not occur simultaneously for all vehicles or where only one vehicle is transmitting in the area.
Observation 4: V2V/V2I communication could be performed solely over PC5 interface. 
Observation 5: In the autonomous mode, the operator cannot track the UEs based on the allocated radio resources.
Observation 6: For PC5 communication, the UE controls the source IP address and the source Layer-2 ID.
These observations are the basis for two privacy solutions.
4 Proposal

It is proposed that SA3 takes into consideration all these technical aspects when evaluating privacy solutions.
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