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Abstract of the contribution: V2X AS (application server) is treated similar to GCS AS (3GPP TS 23.468 [x]) in the V2X architecture specification (3GPP TS 23.285 [x]). Therefore also security threats, requirements and solution can be re-used in V2X context.References to the specs are given accordingly.
Discussion

V2X AS (application server) is treated similar to GCS AS (3GPP TS 23.468) in the V2X architecture specification (3GPP TS 23.285). Therefore also security threats, requirements and solution can be re-used in V2X context. As a reminder and for convenience for the reader, the discussion section provides a copy of the security threats at the MB2 interface as described in GCSE study 3GPP TR 33.888 clause 6.6.2 and the security requirements and solution as described in MBMS security specification TS 33.246 annex N.
From TR 33.888 section 6.6.2
6.6.2
Threats

As defined in 3GPP TS 23.468 [8], MB2 reference point exists between the GCS AS and the BM-SC.

The MB2 reference point provides the ability for the application to:

-
Request the allocation/deallocation of a set of TMGIs,

-
Request to activate, deactivate, and modify an MBMS bearer.

The MB2 reference point provides the ability for the BM-SC to:

-
Notify the application of the status of an MBMS bearer.
MB2-C interface is used for signalling messages and MB2-U interface for user plane messages. The precise information flow between GCS AS and BM-SC is fully specified in 3GPP TS 23.468 [8]. Stage 3 details are given in 3GP TS 29.468 [24]. 
In “A ctivate MBMS Bearer” procedure, MBMS broadcast area is sent from GCS AS to BM-SC in Activate MBMS Bearer Request. TMGI and IP address(es)/port(s) of BM-SC is sent from BM-SC to GCS AS in Activate MBMS Bearer Response. 
If the information including TMGI and IP address(es)/port(s) sent from BM-SC to GCS AS is tampered by attackers, UEs can not receive correct eMBMS media packets. If MBMS Service area information from GCS AS to BM-SC is tampered by attackers, eMBMS media packets will be broadcasted in wrong area. In order to avoid above attacks, the signalling messages between the BM-SC and the GCS AS should be integrity protected.

The existing protocol stack at the MB2-U interface has been specified in 3GPP TS 29.468 [24] to, for instance, transport "IP/UDP/transparent user plane data", where the "transparent user plane data" are transmitted unmodified from the GCS AS to the terminal and may be encrypted. For this data transfer, BM-SC needs to open ports that allow the reception of broadcast data. This information of  IP address(es)/port(s) of BM-SC has been provided to GCS AS by BM-SC in “Activate MBMS Bearer” procedure on MB2-C interface. However, when user plane data are transferred, the IP address(es)/port(s) of BM-SC included in the IP/UDP header is visible, if no additional protection is applied. An attacker/observer of the system could use this information to inject its forged data and flood the system and UEs with unwanted messages. This would lead to DoS attack on BM-SC and power consumption on lots of UEs.
Based on this analysis, the user plane messages on MB2-U interface between an operator-owned BM-SC and a third party-owned GCS AS shall be integrity protected, if the operator requires protection, e.g. if not trusted or physically protected.
NOTE: If user plane data are sent in the clear via MB2-U, confidentiality of communication between GCS AS and the UEs involved in the group communication may be threaten. However, it is assumed that the GCS AS transparently applies confidentiality to user plane messages, if wanted. Thus, this threat is out of 3GPP focus in this specification.

If confidentiality protection is not provided to MB2 -C interface, attackers can eavesdrop and obtain TMGI and MBMS broadcast area sent over MB2. -C According to MBMS broadcast area, the attacker can easily know where the public safety officers are and then launch an attack. After obtaining TMGI, the attacker can also monitor the MSI and receive the DL data on the MTCH corresponding to the TMGI. Thus it allows attackers to attack Group Communication. Based on above analysis, the signalling messages between the BM-SC and the GCS AS should be confidentiality protected.

From TS 33.246 Annex N
Annex N (normative): GCSE security aspects

N.0
GCSE architecture and requirements

GCSE architecture is specified in TS 23.468 [33] and based on the requirements specified in TS 22.468 [34].

NOTE: The MCPTT AS as specified in 3GPP TS 23.179 [47] is an instantiation of a GCS AS.

N.1 
GCSE security requirements

N.1.1
General 

The security requirements specified in 3GPP TS 22.468 apply.

Note it is assumed that LTE access security mechanisms at the air interface are used.

Note no requirements are given on Rx and SGi, which are generic interfaces and therefore not specified in the scope of GCSE. 
N.1.2
GCSE Broadcast Delivery specific security requirements

-
 Mutual authentication between a node in the security domain, in which the BM-SC resides, and a node in the security domain, in which the GCS AS resides, shall be performed.
NOTE 0: The present document covers only security procedures for deployments where a Diameter message on the MB2-C interface between BM-SC and GCS AS passes through at most one Diameter agent in the security domain, in which the BM-SC resides and at most one Diameter agent in the security domain, in which the GCS AS resides. Other deployments are possible, but they are not recommended for the purposes of the MB2-C interface.

-
The signalling messages on MB2-C between the BM-SC and the GCS AS shall be integrity and confidentiality protected.

-
The signalling messages on MB2-C between the BM-SC and the GCS AS shall be replay protected.

-
The user plane messages on MB2-U between the BM-SC and the GCS AS shall be integrity protected.

-
The BM-SC may apply access control on the messages initiated by the GCS AS. 

-
The GCS AS may apply access control on the messages initiated by the BM-SC.

NOTE 1: MBMS security may or may not be used independent of GCSE.
N.2
Security solution for MB2-C interface

The Diameter mechanisms as specified in IETF RFC 3588 [35] shall apply to MB2-C reference point unless explicitly stated otherwise. 
TLS (IETF RFC 5246 [38]) shall be mandatory for implementation on MB2-C. If SCTP is supported then DTLS shall be supported (IETF RFC 6347 [39]). IKE/IPsec (IETF RFC 5996 [40]) is optional for implementation on MB2-C. 

NOTE: The use of Diameter in the present specification is based on RFC 3588 [35]. Nevertheless, the security mechanism defined for MB2-C reference point rather aligns with the security mechanism in RFC 6733 [36]. The only difference to the security in RFC 6733 is that the support for DTLS is made conditional on the support of SCTP. 

The security profiles for TLS and IKE/IPsec are identical to the ones defined in 3GPP TS 29.368 [37], clause 6.3.3, for the Tsp interface. The security profile of DTLS is defined in 33.310 [31], annex E. 

Mutual authentication for the MB2-C interface shall be performed as defined in 3GPP TS 29.368 [37], clause 6.3.2 for the Tsp interface with MTC-IWF and SCS replaced by BM-SC and GCS AS respectively. In particular, the rules for Diameter deployments defined in TS 29.368 [37], clause 6.3.2, shall also apply to the MB2-C interface.

(D)TLS or IKE/IPsec should be used to protect MB2-C. 

If the operator does not use the mechanisms described in this clause, then other adequate security measures shall be taken to ensure security on that interface. It is up to the operator, i.e. the owner of the BM-SC, to decide whether the MB2-C interface is trusted or physically protected, or whether it needs protection by a cryptographic protocol as specified above.

N.3
Security solution for MB2-U interface

The assumption is that security in the sense of end-to-end security between UE and UE or UE and GCS AS is supported at application layer. Thus, confidentiality protection of MB2-U is out of scope of 3GPP specifications. 

Integrity protection is required in order to mitigate the following DoS attacks:  Once ports have been assigned for transferring user data via MB2-U, i.e. by setting up the connection on MB2-C, these ports may be used by an intruder to flood the system and UEs with unwanted messages. 

3GPP TS 29.468 [41], Figure 7.1-1 depicts the MB2-U protocol stack, in which user plane data, for instance an IP layer and UDP layer (IETF RFC 768 [42]) are sent over MB2-U interface. 

For integrity protection of MB2-U interface, DTLS (IETF RFC 6347 [45]) should be used. IKE/IPsec/ESP (IETF RFC 4303 [46]) may be used. If NATs are present on this interface, UDP encapsulating IKE/IPsec/ESP for negotiation of NAT-Traversal (IETF RFC 3948 [44] and IETF RFCs 3947 [43]) may be used. If the operator does not use the mechanisms described in this clause, then other adequate security measures shall be taken to ensure security on that interface. It is up to the operator, i.e. the owner of the BM-SC, to decide whether the MB2-U interface is trusted or physically protected, or whether it needs protection by a cryptographic protocol as specified above. 

Traffic on MB2-U is unidirectional from the GCS AS to the BM-SC, and the BM-SC does not get the user plane address of the GCS AS when the MB2-U connection is established Thereforeit shall be possible for the BM-SC to request GCS AS over MB2-C to establish a security association for the user plane. The security protocol (DTLS or IKE/Ipsec) to be used over MB2-U needs to be configured in the GCS AS, possibly dependent on BM-SC and/or target network. It shall also be possible for the BM-SC to receive a request from GCS AS for the establishment of a security association for the user plane.The target IP address and possible UDP port for this security association can be provided in the MB2-C signalling protected by MB2-C security.
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+++ Start of first Change +++
5.X
Key Issue #X: Securing the communication between V2X AS and LTE network 

5.X.1
Key issue details

The V2X application server (V2X AS) communicates with the LTE network via SGi with S-GW/PGW and via MB2 interface (MB2-U and MB2-C) with BM-SC. 
The communication between non-3GPP network entities, i.e. the V2X AS, and the 3GPP network that terminates at a 3GPP network entity needs to be secured. 
V2X AS has a similar functionality as GCS AS (3GPP TS 23.468 [c]). Thus, security threats and requirements as given for GCS AS in the referenced specification also apply for V2X AS.
If e2e security between AS and UE is assumed for signalling and media plane, no additional security regarding V2X AS is needed for SGi, as this interface is not V2X specific.

5.X.2
Security threats 

The threats on MB2 interface as listed in 3GPP TR 33.888 [b] clause 6.2.2 also apply for V2X AS acting as GCS AS. 
Note: Threats on SGi interface are not V2X specific and therefore not mentioned here.

5.X.3
Potential Security requirements

For a V2X Application Server acting as the GCS AS, the security requirements specified in 3GPP TS 33.246 [d] annex N.0 and annex N.1 shall apply. 
No security requirements are given SGi, which is a generic interface and therefore not specified in the scope of V2X. 
+++ End of first Change +++

+++ Start of second Change +++
6.Y
Solution #Z: V2X Communication Security

6.Y.1
Security requirements addressed

This solution addresses the security requirements given in subclause 5.X.3.
6.Y.2
Solution details

The MB2 interface as referenced in 3GPP TS 23.285 [a] and described in detail in 3GPP TS 23.468 [c] handles the communication between V2X AS and BM-SC for signalling data (MB2-C) and user data (MB2-U) and shall be protected against eavesdropping and manipulation of data. V2X AS is an instantiation of the GCS AS

It is proposed that communication via the V2X MB2 interface shall follow the security solutions for MB2-C and MB2-U as given in 3GPP TS 33.246 [d] annex N.2 and annex N.3.

+++ End of second Change +++
+++ Start of third Change +++
Note to Editor: please add to reference section.

[a]

23.285 V2X arch

[b]

33.888 GCSE sec

[c]

23.468 GCSE arch

[d]

33.246 MBMS GCSE sec

+++ End of third Change +++
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