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Abstract of the contribution: This contribution proposes a solution for access authorization based on a secondary authentication procedure run with an external AAA server.
1 Introduction 

Many key issues in the TR address the topic of authentication and authorization. In particular, they discuss the potential need for decoupled authorization and authentication and less centralized authentication mechanisms. 
For example, KI #2.10, on secondary authentication for network slice access by 3rd party service, discusses use cases where the authentication task does not entirely depend on the MNO but rather is partly delegated to a 3rd party. The idea is that the MNO runs the primary (usual) authentication for initial network access followed by a secondary authentication under the control of a 3rd party. This is assuming trust between the 3rd party service provider and the MNO who for example is offering access and transport services to this 3rd party in a dedicated network slice instance.
KI #6.1, on UE authorization, focuses mainly on the cases where authorization information would not be based on subscription profiles for example when alternative credentials or credentials under the control of a 3rd party are used. The KI argues that it is necessary to be able to propagate such information to the CN. KI #6.3, on authorization decoupled from authentication, presents the cases where it could be beneficial to separate such procedures.
Currently in EPC, there is a mechanism that could be relevant for these key issues. This mechanism is described in clause 5.3.2 from TS 23.401. It is based on the so called Ciphered Option Request and the use of an information element called the Protocol Configuration Options (PCO). This contribution revisits the existing mechanism, describes its limitation and proposes a new mechanism serving the purpose and addressing the KI mentioned earlier.
2 Proposal

It is proposed that SA3 the changes below for inclusion in TR 33.899.
3 pCR 

***
BEGIN CHANGES
***

5.6.4.z
Solution #6.z: EAP-based solution for secondary authentication and authorization
5.6.4.z.1
Introduction
This solution addresses KI #2.10, KI #6.1 and KI #6.3.

5.6.4.z.2

Solution details

5.6.4.z.2.1
Existing mechanism
The Protocol Configuration Options (PCO) is one of the information elements in NAS messages. It could be used in several types of messages such as the PDN Connectivity Request to send information transparently through the MME and the S-GW to the PDN-GW. For example, the PCO may include the Address Allocation Preference indicating that the UE prefers to obtain an IPv4 address only after the default bearer activation by means of DHCPv4. 

One interesting use case of the PCO is the transfer of PAP/CHAP usernames and passwords to the PDN-GW which then runs them through an external AAA server for access authorization. Since this information is sensitive and needs to be protected, if the UE intends to send PCO which require ciphering (e.g., PAP/CHAP usernames and passwords), the UE shall set the Ciphered Options Transfer Flag in the Attach Request message and send the PCO only after authentication and NAS security setup have been completed.

Figure 5.6.4.z.2.1-1 shows the message flow required for running such an additional authentication procedure through the PDN-GW. In the following, a more detailed description of the steps is provided.

1. The UE sends an Attach Request message with the Ciphered Options Transfer Flag set.

2. The AKA procedure is run between the UE and the HSS. Upon successful authentication the next steps are executed.

3. The NAS Security is set up. From now all NAS messages are confidentiality and integrity protected.

4. The MME sends a Ciphered Options Request message to the UE for the retrieval of the PCO.

5. The UE replies with a Ciphered Options Response including the PAP/CHAP username and password in the PCO information element. In case the UE has subscriptions with multiple PDNs, then the UE includes an APN as well.

6. The MME deciphers the data, uses the provided APN to identify a PDN-GW and forwards the PCO through the S-GW to the target PDN-GW in the Create Session Request message.

7. The PDN-GW sends the received PAP/CHAP information in a DIAMETER/RADIUS Access Request message to an external AAA server as described in TS 29.061. Upon success, the session creation procedure proceeds as usual.
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 Figure 5.6.4.z.2.1-1: Secondary authentication procedure in LTE

5.6.4.z.2.2
Limitation of the existing mechanism

If we evaluate this mechanism as a candidate solution for secondary authentication in Next Generation systems, then the following apply. 

First, the PCO mechanism is very limited in terms of possible authentication methods. Currently there is only support for PAP and CHAP. But since PAP is obsolete from a security point of view, we are only left with CHAP. 

Second, in order to support other methods and use the PCO information element for the transport of authentication information, it would be required to specify special messages between the MME and the S-GW and the S-GW and PDN-GW dedicated to this purpose. This is to handle authentication methods that require more than just one round-trip.

Furthermore, it is difficult to see how this mechanism would fit in the Next Generation architecture which is going to be broken further down. In fact, taking into consideration the ongoing work in SA2, we can state that there will be probably more hops in the path between the UE and the PDN-GW, for example in relation to the ongoing discussion on the split of the MME into an MM and an SM function and the CUPS study on the control and user plane split. This implies more overload and signalling in the CN.

Finally, this mechanism is a workaround because there is no direct protocol between the UE and the PDN-GW. It is secure and, to some extent, serves the purpose for some of the use cases described in the KIs. However, making it generic enough to support other authentication methods would be technically challenging, especially since many methods have strict recommendations and requirements on the transport layer. This would go against the future-proof paradigm to which we adhered in the development of Next Generation systems.
5.6.4.z.2.3
Description of the solution

It is assumed that there will be a User Plane Function (UPF) in the Next Generation Systems playing a similar role as the PDN-GW in LTE. It is proposed to delay the secondary (PCO-based) authentication until IP connectivity established between the UE and the UPF. It is then proposed to use EAP for authentication between the UE and the potentially external AAA server where the UPF endorses the role of the EAP authenticator. This AAA and related credentials have nothing to do with the NextGen SDM/SEAF/AUSF/ARPF functions and credentials used for access/primary authentication. EAP is widely used and provide support for many authentication methods such as EAP-TLS, EAP-AKA, EAP-TTLS and EAP-PEAP. EAP payloads would be carried by the PANA protocol (rfc5191) which is IP-based.

Figure 5.6.4.z.2.3-1 shows a possible flow where this UP-based secondary authentication is run with an external AAA server. The requirements on this UPF entity include the support of PANA and EAP possibly in addition to the support of all the relevant features of PDN-GW such as the support of the SGi interface. In general, we will prefix LTE concepts with NG- whenever, it is meant the corresponding concept in Next Generation Systems.

The description of the different steps is given below.
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Figure 5.6.4.z.2.3-1: EAP-based secondary authentication

1. The NG-UE sends an attach request initiating the attach procedure.

2. The NG-UE runs the primary authentication with the AUSF through the SEAF The secondary authentication does not depend neither on how the SEAF and MM are deployed (collocated or split) nor on the location of the SEAF (home or visited PLMN). 

3. Control plane security is established between the NG-UE and the end point of the NG NAS

4. A limited UP session is then established for the transport of user plane data between the NG-UE and the UPF. This is the only decisive step on which the secondary authentication depends assuming that this when IP connectivity is established between the NG-UE and the UPF.

5. The secondary EAP-based authentication is run between the NG-UE and an AAA server, within the Data Network being accesses, acting as an EAP server via the UPF acting as an EAP authenticator. The NG-UE is then granted access based on the outcome of this authentication procedure. It is possible that the UPF endorses also the role of the EAP server.

Conceptually, steps 1 to 3 are not necessarily needed. The only requirement for step 5 is that an IP connectivity is established between the NG-UE and the NG-PDN-GW which is hypothetically achieved in step 4. The secondary authentication is optional and the decision of whether execute it or not could be based on subscription information retrieved during the previous steps or on an operator policy. In case RAN security is established before step 5, then the EAP exchange would be protected on the air interface.

Figure 5.6.4.z.2.3-2 shows the protocol architecture for the EAP-based secondary authentication between the NG-PDN-GW and the NG-UE. The architecture draws similarity with how it is in LTE for the transport of the UP traffic between the UE and the PDN-GW. The greyed boxes highlight the new protocols.
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Figure 5.6.4.z.2.3-2: Protocol architecture for EAP-based secondary authentication
5.6.4.z.3

Evaluation

The solution has the following properties:
· It is IP-based and thus agnostic to the type of AN.

· Since it is performed over UP, the secondary authentication can be performed independently on slice specific basis even for the scenarios where the NG-UE supports multiple possibly simultaneous slice connectivity.

· By using EAP, the solution supports different types of credentials and authentication methods.

· The EAP exchange would benefit from the protection over the air interface.
***
END OF CHANGES
***
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