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Abstract of the contribution: This contribution updates the details of EAP-TLS authentication procedure for credentials provisioning. 
1
Introduction
In this contribution details on EAP-TLS authentication procedure for credential provisioning are proposed. The proposed updates are as follows:

· In order to verify the eUICC certificate, the AUSF is provisioned with the certificate of the root CA who issued the eUICC certificate, and to verify the server certificate, the eUICC is provisioned with the certificate of the root CA who issued the server certificate. One example of the Root CA for this purpose is the GSMA CI which is defined in SGP.02 .

· To protect the eUICC ID, the TLS client certificate carrying the eUICC ID is encrypted by the public key of the AUSF before transmitting to the AUSF. Alternatively, if asymmetric computation is a significant overhead for the NextGen UE, then the TLS client certificate carrying the eUICC ID is encrypted by the random key generated by the UE and the UE encrypts the random key using the public key of the AUSF. The UE transmits both encrypted TLS certificate carrying the eUICC ID and the encrypted random key to the AUSF.  
· As Root certificate of the CA, who issued the eUICC certificate, is enough to validate the eUICC certificate in the AUSF, ARPF for this scenario may not be required. Therefore Figure 5.12.4.4.2-1 is modified in S3-161802, in order to avoid change over change. Further the Editor’s note on ARPF “Identification of 3rd Party ARPF using the information provided by the eUICC will be responsibility of SA2.” is not valid, so it is proposed to delete the editor’s note and some minor corrections are proposed. 
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pCR
***************Start of Changes****************

5.12.4.4
Solution #12.4 Authentication Procedure for credential provisioning

5.12.4.4.1
Introduction

The normal UE attaches to the network using its own 3GPP subscription credentials. When the UE has no USIM and any 3GPP subscription credentials are not provisioned yet, the LTE UE cannot attach and use the network for usual data network service except emergency services.

However, if the NextGen UE has an embedded UICC (i.e. eUICC) with pre-provisioned credentials which can afford to mutually authenticate with the NextGen Core using the 3rd Party authentication credentials. The NextGen System should supports the attachment of such a NextGen UE to enable the download of 3GPP subscription credentials via 3GPP network as described in this solution.

5.12.4.4.2
Reference Architecture for connectivity for credential provisioning
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Figure 5.12.4.4.2-1: Reference Architecture for credential provisioning.

The use of 3rd party credentials for mutual authentication can be achieved in several ways, for example, the 3rd party domain may host a AUSF and the SEAF of the operator domain may interface with it, or alternatively, the AUSF of the 3rd party may be contacted via the AUSF proxy in the 3GPP operator domain. The potential candidate considered in this solution is, using direct interface between the AUSF of the 3GPP operator and the ARPF of the 3rd party domain. When such a NextGen UE attaches to the network for the credential provisioning, even if the NextGen UE attaches with the network for limited service successfully, the allowed data network services for the NextGen UE should be restricted only for the credential provisioning. In such a state, the subscriber is not identified from the NextGen CN, so the NextGen CN should manage the NextGen UE differently from the other normal registered NextGen UEs. And, on the successful remote provisioning, the NextGen UE should detach from the network and re-attach with the provisioned 3GPP subscription credentials.
Editor’s Note: Whether Provisioning Server can be placed out of the 3GPP trust domain is FFS.
5.12.4.4.3
Authentication procedure for credential provisioning
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Figure 5.12.4.4.3-1: Attach procedure for UE without 3GPP subscription credentials
1. The NextGen UE sends the attach request message with a new attach type indicating that it is for remote SIM provisioning of the NextGen UE which has not been provisioned with any 3GPP subscription credentials. The NextGen UE identifier is set by the identifier of ME (e.g. IMEI) instead of IMSI. The IMEI check to the EIR may be performed. If the IMEI is blocked, operator policies determine whether the Attach procedure continues or is stopped. The MM function then triggers the authentication procedure through the SEAF. The AUSF initiates the EAP-TLS authentication procedure with the UE (i.e. eUICC in the UE). 
2. The NextGen UE (i.e. eUICC in the UE) performs the mutual authentication with the AUSF. The AUSF and the eUICC in the UE, are pre-configured with the necessary credentials to perform EAP-TLS authentication. One option is to use the pre-provisioned eUICC credentials (e.g. eUICC certificate and its private key) defined in GSMA RSP specification SGP.02[49]. In order to verify the eUICC certificate, the AUSF is provisioned with the certificate of the root CA who issued the eUICC certificate, and to verify the server certificate, the eUICC is provisioned with the certificate of the root CA who issued the server certificate. One example of the Root CA for this purpose is the GSMA CI which is defined in SGP.02 [49].
The TLS client certificate carrying the eUICC ID is encrypted by the public key of the AUSF before transmitting to the AUSF (step 2D). Alternatively, if asymmetric computation is a significant overhead for the NextGen UE, then the TLS client certificate carrying the eUICC ID is encrypted by the random key generated by the UE and the UE encrypts the random key using the public key of the AUSF. The UE transmits both encrypted TLS certificate carrying the eUICC ID and the encrypted random key to the AUSF.
3. If the authentication succeeds, then the AUSF provides the MSK key to the SEAF. The SEAF derives further keys and provides the respective keys to the NR, UPF and MMF. The UE also derives the necessary keys. Then the NextGen UE and the NextGen core network and NR share the security contexts derived from the authentication results. From this point, CP and UP messages are confidentiality and/or integrity protected.
4. The MMF creates the session and sends the Attach accept message to the NextGen UE if it accepts the NextGen UE to connect to the network for credential provisioning. This message may include some information such as the operator's SIM provisioning server address, to be used by the NextGen UE to perform the step 6.
5. The PDU session is established, where the PDU session is restricted to allow the NextGen UE to only access the SIM provisioning-related servers (e.g. DNS server, SIM provisioning server such as SM-DP+ and SM-DS, or the operator’s subscription portal, and so on.). During this step, the information obtained by the MMF (e.g. operator's SIM provisioning server address) in the step 4 may be used to configure the restriction rule of the PDU session.
Editor’s Note: It’s FFS how to restrict the UE traffic over the PDU session. It will depend on the design of SM procedures defined by SA2.
6. After the PDU session is established successfully, the NextGen UE connects to the SIM provisioning server and downloads the 3GPP subscription credentials (e.g. based on GSMA RSP specification SGP.02 [49]).
NOTE: This step and provisioning of AKA credentials to the ARPF of the operator’s network are out of the scope of 3GPP specification.
After the 3GPP subscription credentials are downloaded successfully, NextGen UE detaches from the network. 
The 3GPP subscription credentials are activated and the NextGen UE attaches to the NG network as the normal attach (AUSF fetch the subscriber credentials for authentication from the ARPF of the operator’s network).
5.12.4.4.4
Evaluation 

***************End of Changes****************
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Conclusion

SA3 is kindly requested to agree the pCR (section 2) for the TR 33.899.
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