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Abstract of the contribution: In this proposal, we propose to use ID-based encryption method to encrypt the identity of the subscriber and device identifiers.
1 Introduction


 Subscriber privacy protection is an important issue in the next generation system. Therefor, in the TR 33.899, an security area privacy protection is created in secrirty area 7. Several key issues have been identified, including:
#7.1 Refreshing of temporary subscriber identifier
#7.2 Concealing permanent or long-term subscriber identifier
#7.3 Concealing permanent or long-term device identifier
…

In key issue 7.2 and 7.3, they require the next generation network conceal both the permanent or long-term subscriber identifier and also the permanent or longer device identifier. Provide different mechansims for idneitifier is inefficient. From a system design perspective, it is better to provide a single protection mechanism that can protect different types of the identifiers. In this proposal, we suggest to use Identity-based Encryption for identifier protection over the air interface.  .
pCR
***************************BEGIN OF CHANGES **********************
5.7.4
Solutions

5.7.4.x 
 Solution #7.x:  

5.7.4.x.1
Introduction  

This solution addresses key issue #7.2 and #7.3.
As described in the above key issues, both permanent subscriber ideneitifiers such as IMSI and the device identifiers such as IMEI shall be protected. In key issue #7.2, it mentioned that MME must know the IMSI as required by the LI. However, it also mentioned that the protection of permanent or long term subscriber shall at least be as strong as provided in the legacy system such as UMTS and LTE.  Therefore, in this contribution, we provie two solutions with public key technologies as follows:

· Solution A: protect the permanent or long term identifiers with a termination point at AN

· Solution B: protect the permanent or long term identifiers with a termination point at core network function, e.g.AUSF/SEAF. 

5.7.4.x.2
Solution details  

As we know, in the UMTS or LTE system, the permanent or long term identity are transmitted in signalling such as attachment request or identity response. These signallings are transmitted without protection because no session keys are generated at this stage. Therefore, it is impractical to use symmetric key to proect these signallings. Public key is one of the most suitable chocies. 

There are two types of public technologies, PKI based public key and Idenity based public key. In solution #7.2, PKI based public key is proposed for identifier protection. Therefore, in this solution, we focus on the solution with Identity-based public key. For the Identity-based encryption technology, we propose to use the method specified in RFC 6508 [1].
To use the Identity-based technology for data encryption according to RFC 6508 [1], the receiver need to be provisioned with a Receiver Secret Key(RSK), denoted as K_(ID, T),  which is generated by the Key Management Service (KMS), where ID is the identity of receiver, and T is used to denote the KMS server KSM_T. The entity perfoming encryption need to be provisioned with a KMS public key for encryption, denoted as Z_T. A node can encrypt message with receiver’s ID and Z_T. The receiver can decrypt the encrypted message with its RSK, K_(ID, T). 
In the follow, we assume that the funcation of KMS is included in the credential repository. 
5.7.4.x.2.1 Protect the Permanent or Long Term Identifiers with a termination point at AN
In this solution, we aussme that protection of the identifier is terminated at the Access Network. The procedures are separated into three stages. In the first stage, RAN is provisioned with Identity-based credentials and parameters. In the second stage, UE is provisioned with ID-based parameters. In the third stage, UE use the Identity-based encryption method to encrypt the NAS signalling and RAN uses follows:
1. Credential Repository provision credentials to RAN
1.1 RAN receives Identity based public/private key pairs from credential repository, including BS_ID, which is the Identity-based public key for encryption, K_(BS_ID, T), which is private key for decryption, and also a global parameters, Z_T, for encryption. 
1.2 RAN stores the BS_ID, K_(BS_ID, T), and Z_T in its storage.    
2. Credential repository provisioning KMS parameters to UE. Note, the KMS here belongs to an operator and different operators may have different KMS and thus may have different key generation parameters. 
2.1 UE is provisioned with Z_T from KMS
2.2 UE stores the GPK_enc in its storage. 
3. UE using the BS_ID to protect the NAS signaling
3.1 RAN broadcast BS-ID over the air interface

3.2 UE store the BS-ID in its storage

3.3 When UE receive NAS signalling from upper layer, it finds the Z_T and BS_ID first, and then encrypt the message with BS_ID and Z_T. 
3.4 UE transmitted the encrypted message to the RAN. 
3.5 RAN find the Z_T and Receiver Secret Key, K_(BS_ID, T), according to BS_ID, and then decrpt the NAS signalling with Z_T and, K_(BS_ID, T).
3.6 RAN forwards the NAS signalling to the core network. 
[image: image1.png]Credential
RAN AUSF/SEAF Repository (KMS)

UE

1.1 Provision RAN with BS_ID, KIS public key Z_T, and
Receiver Secret Key, K_(B5_D,

1.2. RAN stores BS_ID, Z_T and K_(BS_ID, T)

3.1 RAN Broadcast BS-ID

[ 3:25t0re 851D together witn 2T

33 Recee NS e o uper e T 65 00|
2.7, and encrypt the NAS Signaling with BS_ID and 2_T.

3.4 BS_ID, IBE(NAS Signaling)
‘ 35FindZ_T and K_(85_ID, T), and decrypt NAS

9 NAS Signaling

signaling with Z_T and K_(85_ID, T)





Figure 5.7.4.x.2.1-1: Protect the Permanent or Long Term Identifiers with a termination point at AN
For roaming cases, the credential repository of home operator may provision a UE with the roaming operator’s KMS public key and other parameters before roaming to the visited networks. 
5.7.4.x.2.2 Protect the Permanent or Long Term Identifiers with a termination point at Core Network
In this solution, we aussme that protection of the identifier is terminated at the core network, e.g. AUSF/SEAF. The differences are that the Credential Repository provisions the Identity-based ID, eNAS_ID, KMS public key, Z_T, and Receiver Secret Key, K_(eNAS_ID, T).  For different AUSF/SEAF, the eNAS_ID can be different, and one AUSF/SEAF can be provisioned with multiple eNAS_ID. 

The procedures are as follows:
1. Credential Repository provision credentials to AUSF

1.1 AUSF/SEAF receives Identity based public/private key pairs from KMS, including eNAS_ID, which is the Identity-based public key for encryption, K_(eNAS_ID, T), which is private key for decryption, and also a KMS public key, Z_T. 
1.2 AUSF/SEAF stores the eNAS_ID, Z_T, and K_(eNAS_ID, T), in its storage.    
2. Credential repository provisioning KMS parameters to UE. Note, the KMS here belongs to an operator and different operators may have different KMS and thus may have different key generation parameters. 

The procedures are the same as step 2.1 – 2.2 in solution 1. 

3. AUSF/SEAF sends eNAS_ID to RAN
3.1 AUSF/SEAF selects an eNAS_ID and sends it to RAN.
3.2 RAN stores eNAS_ID.

4. UE encrypt NAS signalling with eNAS_ID.
4.1 RAN broadcast the eNAS_ID over the air interface.
4.2 UE receives the Enas_id and stores in te 
4.3 When UE receive NAS signalling from upper layer, it finds the Z_T and eNAS_ID first, and then encrypt the message with eNAS_ID and Z_T. 
4.4 UE transmitted the encrypted message to the RAN. 
4.5 RAN forwards the encrypted NAS signalling to the core network
4.6 AUSF/SEAF decrpts the NAS signalling with Z_T and K_( eNAS_ID, T).
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Figure 5.7.4.x.2.1-1: Protect the Permanent or Long Term Identifiers with a termination point at Core Network
5.7.4.x.3 Evaluation

Tba. 
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**************************
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