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Abstract of the contribution: In this contribution, an Identity-based key provision mechanisms if provided. The proposed solution satisfies the reuqiremetn of pseudonymity and privacy requirement for R.5.3-006 in TR 22.185 from SA1, and also the tracing requirement from 5.8.3 of the TR 33.885.
1. Introduction

In SA1 TR 22.185, it requires that 3GPP system shall support pseudonymity and privacy in use of V2V/V2I application so that no single party, including operators, cannot track a UE identity in a region.  
“[R.5.3-006]
Subject to regional regulatory requirements and/or operator policy for a V2V/V2I application, the 3GPP system shall support pseudonymity and privacy of a UE in the use of a V2V/V2I application, such that no single party (operator or third party) can track a UE identity in that region.”
On the other hand, the 3GPP system is required to be able to identify the sender of a message when required. The requirement is as follows:

“ 5.8.3
Potential Security requirements

The MNO should be able to identify the sender of a message when required by an entity (subject to regulatory environment).

Editor’s note: Requirement may be revisited depending on SA1 LS response to S3-160789.

The LTE system should provide accounting function on data received from a resource external to LTE.

Note: Privacy needs to be considered at the same time.”
To satisfy the above requirements on privacy and also tracibility, in this contribution, we propose a solution for pseudonym credential provision so that no single party can trace the UE. We assume that Identity-based credential is used for V2V/V2I application communication. We assume that the credentials are generated by a Key Management Server (KMS) owned by a third party. The UE gets credentials for the V2X application via the V2X management entities in the operator’s network. We require that the UE’s long term identity shall not be exposed to the KMS so that the KMS cannot link the UE’s long term identity with the credential generated. On the other hand, as the operator knows the long term identity of UE, we require that the credentials generated by the KMS for UE shall be kept in secret so that the operators are not able to link the Identity-based credentials with the UE’s long term identiy. With such a method, the proposed solution is able to ensure that no single entity (operator or third party) can track a UE in certain region when required by regulation. On the other hand, operator is able to identify the sender when required authorized party by combining the identity information stored at the operator and also the identiy information stored at the KMS. 
2. Proposal

***********************Start of the first change************************

6.1.1.1.1.x
UE Security Credential Provisioning and Tracing with Identity based Cryptography

6.1.1.1.1.x.1 Introduction

To support pseudonymity and privacy of a UE in the use of a V2V/V2I application, such that no single party (operator or third party) can track a UE identity in that region, in this solution, we assume that entities such as V2X Control Function and Temepory Idenetity Management Function belong to the operator and KMS belong to a third party. Entites in the operator and KMS only know part of the user identity information so that none of them can track the UE in certain region by the information they own. On the other hand, operator and KMS are able to identify the identity of the UE by combine the UE’s identity information they own.  
To use the Identity-based technology for signature generating and verifing according to RFC 6507, the sender need to be provisioned with a SIGN-Key, (PVT, SSK), which is generated according to its ID and KMS parameters, and is also provisioned with the KMS Public Authentication Key (KPAK). The sender can sign the message with the SSK and KPAK. A verifier need to be provisioned with the KPAK. The sender can include its ID, PVT together with the data and a signature generated. A receiver can verify the message with its KPAK and the received ID, PVT, data and signature. 
6.1.1.1.1.x.2 solution details
6.1.1.1.1.x.2.1 Credential Provisioning
We assumed that UEs is pre-provisioned with the identity, PVT of the Key Management Server (as defined in RFC 6507 [15]) so that it has the capability to verify the signature generated by the KMS.  
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Figure 6.1.1.1.1.x.2.1-1
- UE Security Credential Provisioning with Identity based Cryptography as a signer
a.1. UE is provisioned with the Identity-based public key and parameters of the KMS, such as ID_KMS, PVTID_KMS, and KPAK according to the RFC 6507[15]. With these received parameters, UE is able to verify the signature generated by the relative KMS identified by the ID_KMS. 

KPAK : KMS Public Authentication Key



KMS_ID : KMS ID
a.2. UE stores the ID_KMS, PVTID_KMS, and KPAK.
1. UE get authorized with entities such asV2X Control Function or Temporary Identity Management Fucntion (TIMF).
2. UE generates public and private key pairs PKx/SKx when UE is act as a signer. 

3. UE sends a key request (Service ID, PKx) to V2X Control Function. 

4. V2X Control Function correlate PKx with the UE’s long term identity such as IMSI or other identity, and store them in the database. 

5. V2X Control Function establishes a secure channel with KMS which is locate outside the operator’s network. 

6. V2X control function further sends the key request wtih (service ID, PKx) to the KMS. Note, UE’s identity is not included in the message so the KMS does not know the keys are generated for which UE. 

7. KMS generates Identity-based SIGN-key for the UE according to RFC 6507. The keys can be used by V2X application in the UE to sign broadcast messages. The generated credentials including (PVT, SSK). KMS correlate the PKx with the PVT and SSK. 





SSK :  Signing Secret Key



PVT : Public Verification Token
8. The KMS sends the Key Response message to the V2X Control Funcation. The message includes the identity of the KMS and it’s PVT, and also the PKx, the encrypt vector (Service ID, PVT, SSK) and also a signature signed over the message by KMS with its identity-based sign key. 
9. V2X Control Function forwards the Key Response message to the UE. 
10. UE verifies the signature of the received message with ID_KMS, its PVT and also the KPAK. If the verification procedure returns a success, then the UE further decrypts the (Service ID, PVT, SSK) from the message. 

6.1.1.1.1.x.2.2 Identity Tracing

We assume that there is a Trace Function that can help to determine the long term identity of a signed message. The steps are as following:
1. Trace Function receives the message, the message including the signer’s PVT. The Trace Function extracts PVT from the message. 

2. Trace Function performs service authorization with the KMS. 

3. Trace function send the PVT to the KMS. 

4. KMS finds the correlated PKx from the database based on PVT. 

5. KMS sends back the PKx to the Trace Function. 

6. The Trace Function further performs service authorization with V2X CF/TIMF. 

7. The Trace Function sends a Trace Request to the V2X CF/TIMF, it inclues the PKx in the messages. 
8. The V2X CF/TIMF extracts the PKx from the request and find the correlated long term identity of UE based on the PKx. 
9. V2X CF/TIMF send Trace_Response to the Trace Function, which contains the PKx and the long term identity of the UE. 
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Figure 6.1.1.1.1.x.2.2-1
- Identity Tracing Procedure with Message Signed Pseudonymly
***********************End of the first change*************************

