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Abstract of the contribution: We propose and evaluate a number of solutions for Key Issue #1.13
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.
The document proposes and evaluates several different solutions to aspects of Key Issue #1.13, including i) Using AES in counter mode within dedicated hardware and pre-emptive keystream set-up ii) Using the solution of “Data Efficient Re-Keying” from TR 33.860 iii) A Delegated Subscriber Server and iv) Combining Low Latency on User Plane with High Latency on Control Plane.

2. Text proposal
In line with the discussion presented in the previous clause it is proposed to introduce the following changes to [1]. 
~ ~ ~ Start of first text proposal ~ ~ ~
5.1.4.m
Solution #1.n: AES as a fast stream cipher

5.1.4.m.1
Introduction 

This solution addresses the requirement in 5.1.3.13.3 that “for some services it shall be possible to encrypt the user-plane with a very fast stream cipher”
5.1.4.m.2
Solution details 
Using AES in counter mode may be sufficient, given availability of dedicated hardware to execute AES operations quickly. Key and IV set-up (and initial keystream generation) could also be done pre-emptively in hardware to ensure ciphering can start immediately.

5.1.4.m.3
Evaluation 

This solution meets the requirement provided the hardware implementation is fast enough to meet the aggressive latency targets (< 1ms). However, the costs of such a hardware implementation on low-end UEs must be considered. The choice of AES provides the greatest chance of a commodity hardware implementation. 
5.1.4.m+1
Solution #1.n+1: Re-use of “Data efficient re-keying”
5.1.4.m+1.1
Introduction 

This solution addresses the requirement in 5.1.3.13.3 that “It shall be possible to adequately authenticate subscriptions even if there is very low control-plane latency, without exposing sensitive assets (such as a long term authentication secret key) at the network edge.”

5.1.4.m+1.2
Solution details 
If low latency is required on the signalling plane, then the solution of “data efficient re-keying” discussed in TR 33.860 (Annex B2) could also allow for low latency re-keying of a security association, based on an intermediate key Kmed held by both the visited network and the UE (e.g. within the UICC or other secure component).

5.1.4.m+1.3
Evaluation 

This solution allows for reduced control plane latency (< 10ms) provided the intermediate key has already been derived and held by the visited network. There will still be sporadic longer latency in roaming scenarios to establish such a key (e.g. on first connection to the visited network) and there may be longer latency to update the Kmed. 
There may be security risks if the Kmed lifetime is long (weeks or months); addressing these would require the Kmed to be stored as securely by the visited network as the underlying K is stored in the HSS.
The solution would still require a round-trip to the core of the visited network, so would be incompatible with ultra-low latencies (<1 ms). The visited network could try to replicate its own core security functions around the edge, but this is likely to be very expensive, and would compromise security, as there is much more risk of some of these functions being compromised.
5.1.4.m+2
Solution #1.n+2: Delegated Subscriber Server
5.1.4.m+2.1
Introduction 

This solution addresses the requirement in 5.1.3.13.3 that “It shall be possible to adequately authenticate subscriptions even if there is very low control-plane latency, without exposing sensitive assets (such as a long term authentication secret key) at the network edge.”

5.1.4.m+2.2
Solution details 
A solution could be to delegate some of the functions of the HSS to the visited network. We might call it a Delegated Subscriber Server (DSS).  There will be only one “real” HSS, but there could be multiple DSSs.  Using the term “K” for the long term subscriber secret key:

· K remains only in the HSS.

· Each DSS needing to authenticate this subscriber receives a key K’, derived from K in a one-way fashion.  No DSS should be able to work out the actual Ki, nor the K’ that’s provided to any other DSS.

· The authentication and key agreement algorithm takes K’ as input.  The USIM (or its NextGen equivalent) also has the necessary information to derive K’.

· K’ could be derived just once for any DSS, or could be refreshed periodically.
5.1.4.m+2.3
Evaluation 

This solution allows for reduced control plane latency (< 10ms) provided the derived key K’ has already been derived and held by the visited network. There may be sporadic longer latency in roaming scenarios to establish such a key (e.g. on first connection to the visited network) and there may be longer latency to update the K’. 

There are security disadvantages with this approach since it places authentication and related billing controls in the visited network, creating a risk (e.g. fraud) for the home operator. It is important to note that the home operator cannot control how securely long-term keys are stored in the visited network. There is also a need to standardize the authentication and key agreement algorithms used between the UE and the DSS.

The solution would still require a round-trip to the core of the visited network, so would be incompatible with ultra-low latencies (<1 ms). The visited network could try to replicate its own core security functions around the edge, but this is likely to be very expensive, and would compromise security, as there is much more risk of some of these functions being compromised.
5.1.4.m+3
Combining Low Latency on User Plane with High Latency on Control Plane.
5.1.4.m+3.1
Introduction 

This solution addresses the requirement in 5.1.3.13.3 that “To support some critical services, such as remote surgery and industrial control, it shall be possible to provide integrity protection and replay protection for user plane even if very low latency is requested.”
5.1.4.m+3.2
Solution details 

The proposed solution combines low latency on the user plane with high latency on the signalling plane. User plane latency can be minimized by re-using the keys from an existing security association (SA). If that SA has expired, then in parallel to the user plane usage, the network will initiate AKA and acquire a new security association. 

5.1.4.m+3.3
Evaluation 

The solution provides some key material to be used by the UE immediately. However it would still impose a high latency at initial attachment to a network (before the first SA is established), and would require persistent caching of old SAs by both the UE and visited network, so weakening security (there is more risk of an old key leaking and being abused). Further, if either the UE or visited network node has purged the old SA, the user plane will have to wait while a new SA is established. This may be unacceptable for some use cases. 
~ ~ ~ End of first text proposal ~ ~ ~
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