3GPP TSG SA WG3 (Security) Meeting #85
S3-161762
7-11 November 2016 Santa Cruz de Tenerife (Spain)
revision of S3-13abcd
Source:
Huawei, Hisilicon
Title:
Authorization procedure for V-UE acquiring radio resource from eNB 
Document for:
Approval 

Agenda Item:
8.5
Work Item / Release:
FS_V2XLTE/Rel-14
Abstract of the contribution: The authorization procedure about how a V-UE acquiring the radio resource for broadcast from eNB is proposed. This procedure is addressing the key issue #2 “Authorization for LTE-V2X Radio Resources”
1. Introduction

The key issue #2 of TR33.885 stated: In LTE-V2X communication, before a UE starts broadcasting its V2X, it needs to request radio resources from the E-UTRAN.
In the chapter 5.5 of TS 23.285 stated V2X impacts to EPC procedures: 
5.5.1  E-UTRAN attach procedure for UE
The E-UTRAN attach procedure for V2X-enabled UE is performed as defined in TS 23.401 [6] with the following additions:

-
The UE includes the V2X capability indication as part of the "UE Network Capability" in the Attach Request message. The MME stores this information for V2X operation. The V2X capability can indicate whether the UE is capable of supporting V2X communication over PC5 reference point.

-
If the UE indicated V2X capability, and the UE is authorized to use V2X communication over PC5 reference point based on the subscription data, then the MME shall include a "V2X services authorized" indication in the S1-AP Initial Context Setup Request, indicating the UE is authorized to use V2X communication over PC5 reference point.

-
The MME obtains the UE-PC5-AMBR from the HSS as part of the subscription data and includes it in the S1-AP Initial Context Setup Request to the eNodeB, which use it in resource management of UE's PC5 transmission for V2X services in network scheduled mode. 
5.5.2
Service Request procedures for UE

….

5.5.3
S1 Handover procedures for UE

….

5.5.4
X2 Handover procedures for UE

….

5.5.5
Tracking Area Update procedure for UE

….

So the eNB could acquire the V-UE authorization state during the attach procedure, and also during the procedure of handover and Tracking area update.
This proposal presents the solution to align with TS 23.285.
2. Proposal

It is proposed to make the following change to TR33.885 v0.4.0.

***********************Start of the first change************************
6.X    Solution of Authorization for LTE-V2X Radio Resources
6.X.1
   Addressed key issues
The solution addresses Key issue #2 Authorization for LTE-V2X Radio Resources.

6.X.2    Justification of the solution
As the key issue #2 stated, before a UE starts broadcasting its V2X, it needs to request radio resources from the E-UTRAN. So the key point for authorization of  broadcast is how the eNB perform the verification that whether a V-UE has the broadcast permissions on PC5 interface. 
The eNB could acquire and update the V-UE’s V2X capability and authorization state according to the statements in the chapter 5.5 of TS 23.285, and keep this indication as a part of the security context of the V-UE.
Every time when a V-UE ask for radio resources from eNB for broadcast on PC5 interface, eNB just need check the authorization indication in the security context of the V-UE which stored in eNB.
6.X.3    Description of the solution
The eNB could acquire and update the V-UE V2X capability and authorization state as described in Clause 5.5 of TS 23.285, and keep this indication as the security context of the V-UE.

Every time when a V-UE asks for radio resources from eNB for broadcast on PC5 interface, eNB just needs to check the authorization indication in the security context of the V-UE which is stored locally in the serving eNB.
***********************End of the first change*************************

