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Abstract of the contribution: This contribution adds an evaluation to Solution #2.2.
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.
The document already includes Solution #2.2: “Including a key exchange protocol into the derivation of the radio interface session keys”.  Solution #2.2 is identical in its operation to Solution #3.1, but its purpose (the threats it is trying to mitigate) is different in the two cases.  This pCR adds evaluation text for Solution #2.2.
2. Text proposal
In line with the discussion presented in the previous clause it is proposed to introduce the following changes to [1]. 
~ ~ ~ Start of first text proposal ~ ~ ~
5.2.4.2
Solution #2.2: Including a key exchange protocol into the derivation of the radio interface session keys

5.2.4.2.1
Introduction  

This solution is identical to solution #3.1. Please see the text there. 

5.2.4.2.2
Solution details  

This solution is identical to solution #3.1. Please see the text there. 
5.2.4.2.3
Evaluation 

With a well-chosen key exchange protocol, a would-be eavesdropper who somehow (Key Issue #2.2) knows a subscriber’s long term secret key will still not learn the keys used for radio interface security, unless they:
-
act as man-in-the-middle during the key exchange, and
-
remain as active man-in-the-middle during the subsequent radio communication on which they want to eavesdrop
… all of which is significantly harder in practice, and more likely to be detected, than a passive eavesdropping attack.

This solution therefore satisfies the first potential security requirement identified in section 5.2.3.2.3.  It also satisfies the second requirement identified there: an attacker learning Ki at some time cannot retrospectively determine any session keys used previously, even if she has recorded all of the key exchange messages used to establish those session keys.
All of the above refers to confidentiality attacks.  In terms of integrity attacks, where a single spoofed message may cause damage, the increase in difficulty and detectability is not quite so pronounced, but still present to some degree.  In any case, confidentiality attacks are probably more of a risk in practice.

The main downside of Solution #2.2 is latency.  A key exchange protocol such as Elliptic Curve Diffie Hellman takes noticeably longer than the type of key derivation used in 4G.  Rather than imposing this solution on all connections, therefore, it may be best only to use it for connections that can "afford" the latency impact.


~ ~ ~ End of first text proposal ~ ~ ~
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