3GPP TSG SA WG3 (Security) Meeting #85
S3-161734
7-11 November 2016 Santa Cruz de Tenerife (Spain)
revision of S3-161434
Source:
Qualcomm Incorporated
Title:
pCR solution to Key Issue # 3.2 on refreshing keys 
Document for:
Approval
Agenda Item:
8.6.3
Work Item / Release:
FS_NSA / Rel-14
Abstract of the contribution: This pCR proposes a solution for the key issue – 5.3.3.2 Key issue #3.2: Refreshing keys
Introduction 

This pCR proposes a solution for the key issue – 5.3.3.2. Key issue #3.2: Refreshing keys.

Proposed pCR

***
BEGIN OF FIRST CHANGE
***
5.3.4.x
Solution #3.x: A key refresh for network node re-authentication
5.3.4.x.1
Introduction  

This solution addresses Key Issue #3.2. 

A key refresh can happen in two ways, firstly based on the key that is still held on the same node as the key to be refreshed or secondly based from a key that is held on key further up the key hierarchy and held on a different network entity. The former type of key refresh only protects against use of a particular key for a large amount of data (with good algorithms, that amount of data would take a long time to reach). The second type of key refresh additionally provides a break from any past compromises of the node using the key that is being refreshed. Clearly the second type of key refresh is preferable to the first. 
5.3.4.x.2
Solution details  

While the architecture of 5G is being developed, it is difficult to draw final conclusion on the best approach. A UE sends a key refresh message to the parent node of the node that the UE wants to reauthenticate (this request may possibly travel via other nodes if the UE does not have a direct signalling connection with). In case of the UE reauthenticating a 5G access node (AN), e.g., gNB, the UE sends the key refresh request to the control-plane entity in the core network which derives the AS key (e.g., KAN which is equivalent to KeNB in LTE) for the access node. The key refresh request is sent using a NAS message. It would also be expected NAS messages would reach entities that can also refresh the NAS security and trigger re-authentication of the whole key hierarchy. Therefore it seems likely that a NAS message would be the appropriate place to carry a key refresh request and such a request would be able to request different levels of key refresh. 

Editor’s Note: As the NextGen work becomes mature, the above conclusion should be re-assessed
NOTE 1: key refresh does not require the parent node to provide a full UE information to the requesting node. The response message only carries the minimal information to refresh the key (e.g., key itself). 
A malicious/compromised UE may try to use a key refresh to overload a network function. A network function could prevent such an attack by being able to configure the maximum number of key refresh requests that a particular UE can make in  a certain period of time.

NOTE 2: A key refresh request is a protected message. An unprotected key refresh shall be ignored by the network.

Editor’s note: It is FFS how long the previous key is valid after the key change triggered by reauthentication.

Editor’s note: UE’s behaviour upon its key refresh request failure is FFS.
5.3.4.x.3
Evaluation 

TBD
***
END OF FIRST CHANGES
***
�Re-worded compared to S3-161434





