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Abstract of the contribution:  Removed Editor’s notes and added some explanation for Captive Portal Technique solution
1. Introduction

Resolving Editor’s Notes in 12.2
Editor’s Note:  It is ffs to understand the liability implications when Certification Authority is placed outside the operator’s network.

Editor’s note is removed from Evaluation section as the liability implications are an agreement between the operator and the provider of the certification authority; it is a business decision and not a security issue. In real life, cross-certification or a business decision to trust a certain CA always goes via lawyers on both sides. It is in those negotiations that the liability issues are dealt with and agreed.
2
Proposed Changes
***************Start of Changes****************

5.12.4.2
Solution #12.2: Remote credential provisioning - for headed devices using captive portal technique
5.12.4.2.1
Overview 
This proposed solution describes credential provisioning for headed Devices using Device credentials over NextGen Access. The solution uses the same model as used in Wi-Fi captive portal.  Upon successful NextGen network discovery and selection, the device performs one-way authentication to the NextGen network in order to obtain a limited connectivity to access the subscription portal to complete sign-up process and download a subscription profile. 

5.12.4.2.2
Solution Details.
Following pre-conditions are assumed:

1) Device is provisioned with device credentials at the manufacturing time. For example, public-private key pair and certificate URL that includes a pointer to Certificate Authority and a unique identifier of the device – e.g.., www.NextGenCA.com/DeviceID=xxxx.

Figure 5.12.4.2.2-1 shows high-level steps.
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Figure 5.12.4.2.2-1: Credentials provisioning using captive portal technique 
1. Device starts 3GPP Attach/One-way Authentication for non-provisioned device
a. When device is turned on, it performs network discovery to find available NextGen Networks. The device may use a pre-configured policy to select a NextGen network, or the selection can be made by the user’s intervention.  

b. Device starts 3GPP Attach / one-way authentication procedure to authenticate to the network using asymmetric keys. During this procedures, the device provides the Certificate URL to the NextGen Core Authentication Server Function (AuSF).
Note: An optional network to device authentication is possible by the network providing a certificate as well. For the device to be able to check the certificate, the network may have to provide a certificate chain and the device should have a repository of trusted root certificates on board that it can use to check the validity of the chain. 

c. AuSF will retrieve and verify device certificate for this device
d. Upon successful One-way authentication, the device certificate is made available to the Web Portal Subscription manager.

Editor’s Note: Definition and protocol for 3GPP Attach / One-way authentication needs to be defined by SA2
2. Obtain limited IP connectivity to access web portal subscription manager

a. Device establishes user plane bearer session with limited internet connectivity to access the web portal subscription manager

Editor’s Note:  User plane Bearer Session establishment for limited connectivity is FFS

3.  Complete Subscription Service Signup and Profile Download
a. Device is redirected to a web portal (provided by the NextGen system) so that the user can sign up for a subscription service.
i. Also at this stage an additional authenticity check is possible. The web portal could use HTTPS with a certificate of the operator. The device could test the validity of the certificate, provided the network provides the certificate chain and the device trusts the root. Alternatively, the operator could allow access to the device manufacturer site so that the device can check an online repository of trusted root certificates.
b. Upon successful service subscription sign-up, a subscription profile (encrypted using the device’s certificate) is pushed to the device.  

5.12.4.2.3
Evaluation 

Editor’s Note:  Evaluation content is FFS


Note 1: The liability implications are an agreement between the operator and the provider of the certification authority; it is a business decision and not a security issue. In real life, cross-certification or a business decision to trust a certain CA always goes via lawyers on both sides. It is in those negotiations that the liability issues are dealt with and agreed.
***************End of Changes****************
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