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Abstract of the contribution: This pCR is going to remove the Editor’s notes in Key Issue#1.16.
1. Introduction

This pCR is going to remove the “Editor’s Note: The definition of Per-Slice is FFS” and the“Editor’s Note: The definition of session and flow in this context need to be clarified, e.g. how do they map to SA2 and RAN definitions.” in Key Issue#1.16.
2. Discussion

In SA2, TR23.799, network slice is already defined as follows:

Network Slice Template (NST):  is a logical representation of the Network Function(s) and corresponding resource requirements necessary to provide the required telecommunication services and network capabilities.
Network Slice Instance (NSI): is an instance created from a Network Slice Template (NST).
Network Slice: is a concept describing a system behaviour which is implemented via Network Slice Instance(s). 
Hence, network slice is established based on the requirements from the telecommunication services and network capabilities. Therefore, from the high level of data transmission, per-slice of UP granularity means that the UE’s service data included in the slice is transferred within the slice.
Meanwhile, the PDU session is already defined in the definition part:
PDU Session: Association between the UE and a data network that provides a PDU connectivity service. The type of the association includes IP type, Ethernet type and non-IP type.
Therefore, 5G could be able to build the connection for the UE and the core network based on IP type, Ethernet type or non-IP type connection of PDU session. Solutions on the session establishment and management could be found in section 6.4 “Solutions for Key Issue 4: Session management”, and section 6.6 “Solutions for Key Issue 6: Support for session and service continuity”.

For flow there are several related defintions in TR23.799, in Solution 2.1 Per PDU Flow QoS Model, there are two kinds of flows: PDU flow and Service Data Flow are described as follows:
The PDU flow is a logical packet transport of defined characteristics, i.e. corresponding to the finest granularity of packet forwarding/treatment differentiation a PDU session can offer to a service data unit flow (SDF). To a PDU Session may be associated a number of logical PDU flows realized in the UP layer. An application in the service layer may require one or multiple Service Data Flows that may be mapped into one or multiple PDU flows.
Therefore, the Service Data Flow is associated with the application, meanwhile the PDU flow is associated with the lower layer. 
Considering the relationshiop between session and PDU flow, a PDU session could be composed of PDU flows mapped from the Service Data Flow. Besides, due to the introduction of the C/U separation discussion in Solution 5.1 in TR23.799, the UP network functions will be defined in NextGen. In this case, it is proposed that the UP function can be selected/reselected on per UE and per Session granularity basis. In Solution 5.2 in TR23.799 Enabling (re)selection of efficient user plane paths, it is proposed as the following:
“The core network control plane is responsible for the setup, configuration and release of the user plane functions mentioned above, based on operator policies, UE preferences and subscription information, on a per session basis.”
So, the session-based security is the finest granularity for user plane.
3. Proposal

It is proposed to approve the attached pCR for clarification of defintion for session and flow. 
*****************************Start of the change*******************

5.1.3.16
Key issue #1.16: User plane protection granularity

5.1.3.16.1
Key issue details

This key issue is investigating the aspects of User plane protection granularity. The following analysis is given to compare different security protection granularities for UP security protection.
The definition of slice and session and the concept of flow are referred to SA2 TR23.799.

Table 5.1.3.16.1-1

	Granularity
	Pros.
	Cons.

	Per-Slice
	- Simple and slice specific, guarantee the slice isolation from the security point of view
	- Can’t distinguish UEs, it’s almost impossible that all the UEs use the same security policy referring the same key and algorithms.

- Protections for all eMBB services of UE are the same.

- Packet routing schema should be re-designed. Protection has to be made on the whole packet.

- User plane integrity is good for some services (added security) but bad for others (too many rejected packets)

	Per-Session
	- One IP or non-IP traffic connectivity for one UE, having the explicit end users, UP security protection could be applied reasonable efficiently 

- Distinguish UEs, and distinguish different session of one UE

- For one UE may have only a few sessions, the security cost could be suitable

- Routing is fine. Protection can be made on the payload
	- If there are multiple services simultaneously in same session, then user plane integrity may be good for some and bad for others. 
- If Anti Replay protection of IPsec and QoS are active at the same time, they may conflict.  It’s an implementation issue, and several solutions already exist


	Per-Flow
	- More specific security protection for different services

- Routing is fine. Protection can be made on the payload.
	- Relying on the session implement procedures 

- Difficult to implement for there would be numerous flows for one UE

- High complexity on management

- If Anti Replay protection of IPsec and QoS are active at the same time, they may conflict.  It’s an implementation issue, and several solutions already exist


In order to provide security protection selections, UP security protection should identify proper granularities (e.g. per-slice, per-session, per-flow).

5.1.3.16.2
Security threats 

5.1.3.16.3
Potential security requirements

-
UP-traffic protection granularity should support the per-session mechanism


*****************************End of the change*******************
