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Abstract of the contribution: This contribution presnts a discussion on the value of sending the NG-UE Security Capabilities to HSS as part of MASA Initial Authentication Procedure. Based on this discussion, it is proposed that the following Editor’s Note be deleted. Editors Note: The security value of sending UE Security Capabilities to HSS is FFS.
1. Introduction
NG-MASA as described in TR33.899 clause 5.2.4.12 has the following Editor’s Note: Editors Note: The security value of sending UE Security Capabilities to HSS is FFS. This contribution describes the value of sending the NG-UE Security Capabilities to the Home Network as part of the MASA Initial Authentication Procedure. 
2. MASA Security Objectives and Background
MASA has the following objectives and functionalities:

1. To provide a simpler authentication and security protocol.

2. To be more efficient than 3GPP EPS-AKA mechanism.

3. To be more secure than current 3GPP EPS-AKA mechanism and address all documented security vulnerabilities.

4. To provide subscriber privacy and guarantee that IMSI will never be leaked.

5. To provide the option for hiding the subscriber permenant identify, e.g., IMSI, from the serving network.
6. To address the fake basestation attack by allowing a secure delivery of the serving network public key as part of the MASA Initial authentication mechanism.

7. To provide a mechanism that allows the authentication and validation of the UE and gurantees that UE never is able to lie on its security capabilities.

8. To reuse the strength of existing symmetric keying based on 3GPP (e)UICC technology.

9. To use a limited in scope Assymetric keying technology that does NOT require the deployment of PKI, i.e., the utilization of network public keys only.

10. MASA has a target that there is not a single intelligent reason for NOT having all of the above objectives completed in a single round trip.

11. To provide a mechanism that allows the home network to NEVER expose any NG-UE related security credentials and/or keys to the serving network before the home network is 100% certain of the NG-UE authenticity.
3. MASA Choice of Home Network Public Key Encryption
1. In order to achieve all of the listed objectives in section 2 above, the most logical choice is to use the home network public key to encrypt the Initial Authentication Request message and not only specific fields or paranmetrs, e.g., IMSi and IMEI.

2. Since the objective is only to use Asymmetric keying in a limited way that does not require PKI, the use of asymmetric keying for the end user or NG-UE was not an option.

3. In order to secure communication that defeat all security threats over the 5G airinterface, the option was to allow the Initial Authentication Response message to be protected using (e)UICC symmetric keying, i.e., “K” key.

4. Since the compromise of public keying is possible, the option was to only allow very necessary parameters outside the IAR message encrypted inner block. This gurantee in the case of public keying compriomise, the MASA security could drop to the same level as 3GPP EPS-AKA without any further degredation and at the same time complete all the remaining objectives in a single round trip.
4. Why sending the NG-UE Security Capabilities to HSS
1. In order to allow the complete privacy of the NG-UE security information and ONLY to expose any of the NG-UE security parameter and/or credentials ONLY by permission of the home network and after the home network is 100% certain of the authenticity of the MG-UE, the whole IAR and all of NG-UE information were huidden from the serving network and sent diorectly to the home network.

2. As a secondary advantage, when sending the NG-UE Security Capabilities all the way to the HSS, it provides an opportunity for the home network to validate the NG-UE security capabilities and whether the NG-UE lieing about its security capabilities or not.
5
Conclusion

MASA provide a good reason for sending the whole encrypted IAR message and the NG-UE Security Capabilities to the HSS. This means that the following Editor’s Note “Editors Note: The security value of sending UE Security Capabilities to HSS is FFS “ clause 5.2.4.12.2.3.2 can be deleted.
SA3 is kindly requested to agree to the companion pCR for the TR 33.899.
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