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Abstract of the contribution:

The document addresses new key issue in S3-161678, which proposes a solution to negotiate KDF between UE and ARPF.
1. Introduction

The document proposes a solution to negotiate KDF between UE and ARPF, which partly addresses new key issue in S3-161678. The solution make KDF in UE and ARPF flexible, in this way, UE and ARPF could update KDF easily.
2. Proposal

***********************Start of the first change************************

5.1.4.X 

Solution #1.X: A solution for KDF negotiation between UE and ARPF
5.1.4.X.1

Introduction

The solution addresses the key issue S3-161678 flexible security capability negotiation in control plane. UE should negotiate KDF with ARPF. So, the KDF in security capability of UE and ARPF could be flexible, and can be updated easily.
5.1.4.X.2

Solution details

The solution is an extension of AKA, which may be triggered in Attach/TAU process. UE includes its supported ARPF-KDFs in UE network capability in the first message. ARPF selects ARPF-KDF according to the UE network capability, and sets the appropriate bits of AMF in AUTN to indicate to UE which KDF to use.
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1. UE sends Attach/TAU Request message to AN, the UE network capability included in Attach Request/TAU message will include the ARPF-KDFs supported by UE. 

2. CP-CN receives the Attach/TAU Request forwarded by AN.

3. CP-CN decides to run an AKA, and sends Authentication Data Request message to AUSF, the ARPF -KDFs supported by UE is included in Authentication Data Request message. 

4. AUSF sends Auth Data Request message to ARPF, which includes at least IMSI or temporary ID of UE, ARPF-KDFs supported by UE, etc.

5. ARPF receives the Auth Data Request and achieves the ARPF-KDFs supported by UE, and then ARPF selects one KDF used to derive Kng according to the local policy and sets certain bits in the AMF field of AUTN to indicate the selected KDF of Kng.

6. ARPF sends Auth Data Response message to AUSF.   

7. AUSF sends User Authentication Request message to UE which includes RAND and AUTN

8. UE receives User authentication request message, and checks the certain bits of AMF in AUTN and knows the ARPF-KDF selected by ARPF, i.e. the ARPF-KDF between UE and ARPF is negotiated successfully.  

9. NOTE: The integrity of ARPF-KDF is protected, because certain bits in the AMF field of AUTN indicates ARPF-KDF selected by ARPF, whose integrity is protected by MAC in AUTN. So, the negotiated KDF will not be tampered by the compromised AN. The following AKA procedure is performed successfully. 

An IE which contained in Authentication Information Request may be extended to indicate the KDFs supported by UE, For example, four bits are extended in IE-Requesting Node Type which contained in Authentication Information Request and indicated the KDFs supported by UE.
5.1.4.X.3

Solution Evaluation
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