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Abstract of the contribution:

The document adds a new key issue in security area #1, indicating that security policy in control plane should be negotiated to be flexible to update the weak cryptographic algorithm and to cater for the evolution requrement of 3GPP.
1. Introduction

The document adds a new key issue in security area #1 architectural aspects of Next Generation security. The key issue indicates that security policy in control plane should not be fixed because of the arrival of quantum computers in key issue #17.2, and suggests that security policy in control plane should be fexible in a way of negotiation, which leads to easy update of weak cryptographic algorithm and to cater for the evolution requrement of 3GPP.
2. Proposal

***********************Start of the first change************************

5.1.3.X 

Key issue #1.X: Flexible security policies negotiation in control plane
5.1.3.X.1

Key issue details

As key issue #17.2 said, at the arrival of large-scale quantum computers, all cryptography algorithms will be impacted. Most of the cryptographic  algorithms used in in industry and in LTE, like DSA、RSA、ECC, etc, are not considered as quantum secure. However, some of them are embeded deep in the network element (e.g. optimized for certain platform, OS, or developed for specific accelerated hardware). It is difficult to update the algorithms, and the update method is practically to replace the network element, which can be cost-prohibitive in many cases. On the other hand, NextGen has a long expected lifetime, and new cryptography algorithm may be needed in the period of NextGen. So, in the NextGen network, the cryptographic algorithms in network element should not be unchangeable.

Further more, as noted in key issue #1.17, the UP’s security policies including cryptographic algorithms, key length, etc, are flexible according to the security requirements of UE and seivice. Thus, the fexibilty of CP’s security policies, not just cryptographic algorithms, should also be under consideration, which also caters for the evolution requirement of 3GPP. 
Editor note: Details and structure of security policies in control plane are ffs.
In LTE, the security process of control plane includes AKA, NAS SMC, key hierarchy, NDS, etc. Though some of them have partial security policy negotiation, e.g. confidentiality and integrity protection cryptographic algorithm negotiation in NAS SMC, while other aspects are fixed. For example, KDF in key hierarchy process in LTE is HMAC-SHA256, which only supports 256bit-length key. At the arrival of quantum computers, longer key may be needed. Futhermore, new KDF may also be needed during the lifetime of NextGen. Depending on use cases and services there may be more than one KDF, so the use of KDF also requires a negotiation between UE and ARPF. So, the supported security policies of network elements should be flexible.

As mentioned above, in the NextGen network, the security policies of control plane can be flexible in a negotiation method. For example, the participants of security process may negotiate security policies respectively before the process starts, or they could send their supported security policies to a controller, and the security policy will be negotiated under control of the controller.
Editor note: whether all the security processes in NextGen should negotiate security policies is ffs.

5.11.3.X.2
Security threats 


At the arrival of large-scale quantum computers, the legacy cryptographic algorithm in NextGen may no longer be secure. For example, KDF used between UE and ARPF’s may be attacked to lose key separation feature. Broken cryptographic algorithms may be difficult to update in the network element (e.g. implementation based on software, hardware accelerator, etc.), and the only way to maintain security is to replace the network element with broken cryptographic alrogithms, which may be cost-prohibitive in many cases. 

A fixed security policy does not suit well to fulfil evolution requrements in the Next generation networks. When a new cryptographic algorithm is created, it is difficult to deploy if the implementation of the cryptographic algorithm depended on a particular hardware platform, OS, or software. Similarly, larger key size should also be considered.
5.11.3.X.3
Potential security requirements

The following provides design principals of security policy negotiation in control plane:
-
The cryptographic algorithms implemented in network element should beextensible. The update of algorithm should be supported. Since the NextGen network is expected to support deployments in virtualized environments, the network elements could be virtualized, which will make it easier to add new cryptographic algorithms.
-
The security policy such as cryptographic algorithm, key length, should be negotiated by participants of control plane. The method could be centralized, eg. All participants send their security policy to a controller, eg. SEAF and controller selects the common security policy. Or, the method could be interactive, eg. KDF security policy is negotiated by UE and ARPF. 

-
The selection of the security policy shall be under network control.
-
Flexible security policy negotiation in control plane shall support the scenario where heterogeneous access technologies can negotiate with network element in NextGen.
***********************End of the first change*************************

