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1. Overall Description:

Regarding the LS R2-167296, SA3 discussed the Security aspects of RRC Connection Re-establishment. As correctly observed in the LS, in the current specification the RRC Connection Re-establishment procedure needs to be integrity protected for verification of the UE and subsequent AS context setup. 

For NB-IoT DoNAS, the integrity protection and ciphering is not supported on the air interface. For UEs doing DoNAS, Integrity protection and ciphering is performed at the NAS layer.

Hence for UEs doing DoNAS and no need of AS context setup, SA3 did not find any additional threat by using the RRC Connection Re-establishment procedure without including the ShortMAC-I. There is no necessity to integrity protect this message, NAS layer protection is expected to take care.

2. Actions:

To: RAN2 group.

ACTION: 
SA3 kindly asks RAN2 group to take the above observation in to consideration.
3. Date of Next TSG-SA WG3 Meetings:
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