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***
BEGIN CHANGES
***
8.2
NAS confidentiality mechanisms

The input parameters for the NAS 128-bit ciphering algorithms shall be the same as the ones used for NAS integrity protection as described in clause 8.1, with the exception that a different key, KNASenc , is used as KEY, and there is an additional input parameter, namely the length of the key stream to be generated by the encryption algorithms.

If UE in EMM-IDLE mode uses Control Plane CIoT EPS optimisation for data transport, an initial plain NAS message including user data needs to be partially ciphered (see subclause 4.4.5 of TS 24.301 [9])  with the same encryption algorithm that was agreed during the NAS SMC exchange. In this case the length of the key stream is set to the length of the part of the initial plain NAS message that is to be ciphered.

The use and mode of operation of the 128-bit ciphering algorithms are specified in Annex B.

NOTE:
In the context of the present subclause, a message is considered ciphered also when the NULL encryption algorithm EEA0 is applied.
***
END OF CHANGES
***
