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Abstract of the contribution: This contribution proposes a key issue for the MCData service.
This contribution proposes a key issue for the MCData service. It argues that an equivalent level of protection should be applied to MCPTT. In addition to the MCPTT requirements, it is also proposed that message authentication should also be provided by the MCX service. This would prevent any member of a group creating a message as if from another specific member of the group (e.g. commander).
It is requested that SA3 accepts this contribution to the MCX TR 33.880.

************* Start of 1st change **********************

5.5.X
Key issue #X: Protection of SDS
5.5.X.1
Issue details

The MCData service shall support a Short Data Service (SDS) capability for one-to-one, one-to-many, and group communications containing text or binary. The MCData service shall support messages to be sent over the signalling plane or the media plane. Both on and off-network is in scope.

TS 22.282 [7] expects that an equivalent level of security will be provided for SDS as for MCPTT. It states that:

"The MCData Service will reuse functions including end-to-end encryption, key management, authentication of the sender, etc. defined in [3] in order to provide group communications for data services."

Additionally, TS 22.280 [5] contains the following requirements which are applicable to all services:

"[R-5.12-008] Subject to regulatory constraints, the MCX Service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g., MCX Service User Profile management, kill commands) that have the potential to disrupt the operation of the target MCX UE."

"[R-5.12-009] The MCX Service shall provide a means to support end-to-end security for all media traffic transmitted between MCX UEs."
"[R-5.12-010] End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure."
Consequently, a level of protection for messaging is required that is equivalent to MCPTT. Moreover, arguably for messaging ensuring authenticity of the data is more important, as receivers are unable to gain a level of authentication through recognition.
5.5.X.2
Security threats

The following threats apply to the Short Data Service (SDS):

a)
Eavesdropping at air interface. Signalling or traffic information is recovered by an adversary using a radio receiver. Adversary could be any member of the public.

b)
Eavesdropping in mobile network. Signalling or traffic information is recovered by an adversary intercepting a link or at a network element in the mobile network. 

c)
Eavesdropping on connected networks (e.g. non 3GPP networks). Signalling or traffic information is intercepted whilst routed to or from a user connected over a non 3GPP network, e.g. WiFi network or line connected user.

d)
Man in the middle on connected networks. Signalling or traffic information is intercepted and altered whilst routed over a non 3GPP network. This could be achieved by an attacker placing himself between the users or between the user and the Mission Critical Service. As a consequence the attacker can jeopardizing ongoing PS operations.
e)
False message transmission. A member of an MCX group may produce a message pretending to be from another specific member of the MCX group (e.g. commander). This could cause disruption to on-going PS operations.

5.5.X.3
Potential security requirements

[MCSEC-5.X-1]
The Mission Critical Service shall provide a means to support end-to-end confidentiality and integrity protection for messaging transmitted between MCX UEs in both media and signalling streams.
[MCSEC-5.X-2]
The Mission Critical Service shall provide a means to authenticate messages in both media and signalling streams.

************** End of 1st change **********************

