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Abstract of the contribution: This contribution aims to add a key issue on on-demand access stratum (AS) integrity protection in NextGen systems
Discussion

NextGen systems are expected to host diverse services and to provide connectivity/services to a massive amount of devices simultaneously. Some IoT devices or related services may be allowed to send traffic to the NextGen network without establishing a session nor establishing a security context (i.e., secure connection) with an access node (AN). In such case, the NextGen system may be exposed to denial of service (DoS) or packet flooding attacks whereby attackers inject bogus packets into the network by exploiting no AS security employed at the AN. 
Proposal 

It is proposed that SA3 accept the below pCR for inclusion in the TR

Proposed pCR

5.4.3.y
Key issue #x.y: User plane DoS attacks 
5.4.3.y.1
Key issue details

 NextGen systems are expected to host diverse services and to provide connectivity/services to a massive amount of devices simultaneously. Such devices include IoT devices that send small amount of data infrequently. The key issue in subclause 5.4 of TR 23.799 [2] is on session management for those IoT devices. 
NOTE: This attack was not dealt with in LTE, but the introduction of user plane integrity in 5G allows the possibility to protect against this attack.
Some SA2 solutions are proposing the absence of user plane AS security. However, in the absence of user plane AS security, the network may be exposed to denial of service (DoS) attacks. It is desired for the NextGen systems to have a way to deter or filter bogus user plane packets injected by unauthorized devices or applications (e.g., malware). At the same time, in the normal operations (i.e., in case of no identified ongoing attacks), the NextGen network should support efficient transmission of small data by IoT devices as intended. 

5.4.3.y.2
Security threats 

In the absence of integrity protection being provided by AS security, attackers can launch DoS attacks on the user plane against the NextGen network by sending bogus packets to the network. Though the bogus packets may be identified and filtered at the network node that can verify packets based on the security context of a device, the path towards the network node can still be flooded by bogus packets. This would lead to denial of service or at least throughput degradation caused by congestion to devices whose traffic shares the same network links as that of the bogus packets.
5.4.3.y.3
Potential security requirements

The NextGen system should support an efficient method to filter bogus user plane packets at an access node to prevent DoS attacks for uses cases where there is no per UE AS layer user plane security context.
