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Annex X (Informative): Privacy by regulation

X.1 Introduction
Privacy requirements on V2X are also motivated on regulatory needs. This Annex gives an overview about the legal situation (status in July 2016) in various juristic areas.
X.2 Regulatory situation in EU

X.2.1 GDPR and ePD

The (GDPR) and e-Privacy Directive (ePD) as given by the European Union relate also to telecommunication industry and are therefore of relevance for V2X. 
GDPR is the successor of the Data Protection Directive (DPD) 95/46/EC. GDPR was formally adopted by the European Parliament and Council and came into force in May 2016; companies will have 2 years to until the regulation will start to apply, i.e. 24 May 2018. 

The e-Privacy Directive (Directive 2002/58/EC on privacy and electronic communications) concerns the protection of privacy and personal data in the electronic communication. The Communication on a Digital Single Market Strategy for Europe (COM(2015) 192 final) of 6 May 2015 (DSM Communication) demanded to review theePD once the new EU rules on data protection (i.e. GDPR) are adopted. This is a currently ongoing process. A review and questionnaire by the EC (Directorate General for Communications Networks, Content and Technology) invited citizens, legal entities and public authorities and responses were to be submitted on 5 July. The intention is that the e-Privacy Directive particularises and complements the GDPR in future, thus the questionnaire is related to the interplay between the e-Privacy Directive and GDPR. Also industry associations such as Digital Europe participate in this questionnaire, Digital Europe (DE) represents the opinion of the ICT sector by technology companies and national trade associations. DE allows industry participation in the development and implementation of EU policies.
Current critic by Digital Europe is that objectives of the ePrivacy Directive (ePD) are better served by the Data Protection Directive (DPD) and its successor the General Data Protection Regulation (GDPR), than they are by the ePD. 
Nonetheless, companies would need to follow the GDPR latest in 2018 and, if not changed in future, the ePD needs to be followed on country-level as well. 
X.2.2 Relevant paragraphs from General Data Protection Regulation (GDPR)
http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf has the up to date version of the GDPR.

Article 5 lays down details on the principles relating to processing of personal data: 

· lawfulness, fairness and transparency
· purpose limitation
· data minimization

· accuracy

· storage limitation

· integrity and confidentiality

· accountability

Article 7 on “conditions for consent” demands the user to give consent in processing his personal data, while the MNO (controller) shall be able to demonstrate that the user (data subject) has given this consent. This consent can be withdrawn at any time. 
X.2.2 Relevant paragraphs from e-Privacy Directive (ePD)

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:en:HTML is the version of the ePrivacy Directive from 2002 (still referring to the DPD). Main objective is to minimising the processing of personal data and using anonymous or pseudonymous data where possible. As long as no update of the ePD is given, this reference stays relevant. Future versions are supposed to remove the overlap with the new GDPR.
Article 5 - Confidentiality of the communications

1. Member States shall ensure the confidentiality of communications and the related traffic data by means of a public communications network and publicly available electronic communications services, through national legislation. In particular, they shall prohibit listening, tapping, storage or other kinds of interception or surveillance of communications and the related traffic data by persons other than users, without the consent of the users concerned, except when legally authorised to do so in accordance with Article 15(1). This paragraph shall not prevent technical storage which is necessary for the conveyance of a communication without prejudice to the principle of confidentiality.

2. Paragraph 1 shall not affect any legally authorised recording of communications and the related traffic data when carried out in the course of lawful business practice for the purpose of providing evidence of a commercial transaction or of any other business communication.

3. Member States shall ensure that the use of electronic communications networks to store information or to gain access to information stored in the terminal equipment of a subscriber or user is only allowed on condition that the subscriber or user concerned is provided with clear and comprehensive information in accordance with Directive 95/46/EC, inter alia about the purposes of the processing, and is offered the right to refuse such processing by the data controller. This shall not prevent any technical storage or access for the sole purpose of carrying out or facilitating the transmission of a communication over an electronic communications network, or as strictly necessary in order to provide an information society service explicitly requested by the subscriber or user.

Article 6 - Traffic data

1. Traffic data relating to subscribers and users processed and stored by the provider of a public communications network or publicly available electronic communications service must be erased or made anonymous when it is no longer needed for the purpose of the transmission of a communication without prejudice to paragraphs 2, 3 and 5 of this Article and Article 15(1).

2. Traffic data necessary for the purposes of subscriber billing and interconnection payments may be processed. Such processing is permissible only up to the end of the period during which the bill may lawfully be challenged or payment pursued.

3. For the purpose of marketing electronic communications services or for the provision of value added services, the provider of a publicly available electronic communications service may process the data referred to in paragraph 1 to the extent and for the duration necessary for such services or marketing, if the subscriber or user to whom the data relate has given his/her consent. Users or subscribers shall be given the possibility to withdraw their consent for the processing of traffic data at any time.

4. The service provider must inform the subscriber or user of the types of traffic data which are processed and of the duration of such processing for the purposes mentioned in paragraph 2 and, prior to obtaining consent, for the purposes mentioned in paragraph 3.

5. Processing of traffic data, in accordance with paragraphs 1, 2, 3 and 4, must be restricted to persons acting under the authority of providers of the public communications networks and publicly available electronic communications services handling billing or traffic management, customer enquiries, fraud detection, marketing electronic communications services or providing a value added service, and must be restricted to what is necessary for the purposes of such activities.

6. Paragraphs 1, 2, 3 and 5 shall apply without prejudice to the possibility for competent bodies to be informed of traffic data in conformity with applicable legislation with a view to settling disputes, in particular interconnection or billing disputes.

…

Article 9 -Location data other than traffic data

1. Where location data other than traffic data, relating to users or subscribers of public communications networks or publicly available electronic communications services, can be processed, such data may only be processed when they are made anonymous, or with the consent of the users or subscribers to the extent and for the duration necessary for the provision of a value added service. The service provider must inform the users or subscribers, prior to obtaining their consent, of the type of location data other than traffic data which will be processed, of the purposes and duration of the processing and whether the data will be transmitted to a third party for the purpose of providing the value added service. Users or subscribers shall be given the possibility to withdraw their consent for the processing of location data other than traffic data at any time.

2. Where consent of the users or subscribers has been obtained for the processing of location data other than traffic data, the user or subscriber must continue to have the possibility, using a simple means and free of charge, of temporarily refusing the processing of such data for each connection to the network or for each transmission of a communication.

3. Processing of location data other than traffic data in accordance with paragraphs 1 and 2 must be restricted to persons acting under the authority of the provider of the public communications network or publicly available communications service or of the third party providing the value added service, and must be restricted to what is necessary for the purposes of providing the value added service.
