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Abstract of the contribution: This contribution proposes to add new key issue under security area of subscriber privacy.
1 Proposal
Based on the discussion provided in S3-160956, a new key issue is presented. MS-Word comments are provided to explain the changes.
It is proposed that the text presented in the clause pCR be added to the TR 33.899. 

2 pCR

	Note to the rapporteur: 

· All text is NEW and is based on the clause 5.7.3.1. The clause 5.7.3.1 is proposed to be deleted in S3-160963. 

· MS-Word comments are used only to show which text are based on the clause 5.7.3.1. They are NOT a part of the pCR and shall NOT be included in TR 33.899.

· Track-changes are used only to show changes from the original text in 5.7.3.1. All track-changes shall be accepted before including the text in TR 33.899.


5.7.3.x
Key issue #7.X: Using effective temporary or short-term subscriber identifiers

5.7.3.x.1
Key issue details

In a 3GPP system, many types of temporary or short-term subscriber identifiers are used during a communication process (e.g. in case of current LTE system: GUTI, TMSI, C-RNTI, and IP address). The use of temporary identifiers, instead of permanent identifiers, makes it more difficult for an attacker to identify or track the subscriber, thereby enhancing subscriber’s privacy. 

However, if the temporary identifiers are poorly generated, it becomes easier for an attacker to identify the subscriber. Let’s take some unrealistically naive example, just for making the point clear. If a TMSI is generated by appending a counter to an IMSI, then an attacker can easily figure out the IMSI. If a TMSI or a CRNTI is generated using a sequential counter, an attacker can know how many subscribers are attached to a network or if any new subscriber entered an area.
Therefore, in order to preserve the subscriber privacy, it is important in the Next Generation system to mitigate the chance of poor implementations for generating temporary subscriber identifiers. 
5.7.3.x.2
Security and privacy threats 

Note: Similar threats as in clause 5.7.3.2
.2.

5.7.3.x.3
Potential security requirements

-
From one or more temporary identifiers, it shall not be feasible for an unauthorized party to identify the corresponding permanent identifier.

-
From one or more temporary identifiers, it shall not be feasible for an unauthorized party to predict next temporary identifier.




�The following is moved originally from� 5.7.3.1.1 (specifically the first paragraph in 5.7.3.1.1).





The track-changes show what is different from the original text.


�Note to the rapporteur:


Instead of preserving the clause number by using “void, if the numbering of the clause is restarted from “1”, this should be changed to “1”.


�The following is moved originally from 5.7.3.1.3.





The track-changes show what is different from the original text.


�Reformulation of the old (moved) requirement to address the EN.





The main purpose of this requirement is to mitigate privacy breach that could be caused by poorly generated temporary identifiers. In other words, the purpose is to ensure unlinkability from one temporary identifier to another temporary identifier. The first requirement in this clause is already approved and aims at ensuring unlinkability from a temporary identifier to a permanent identifier, which is:


Therefore, the old requirement could be stated in a similar fashion, thereby removing implementation-specific detail.





The �old (moved) requirement can now be deleted along with the EN.
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