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Abstract of the contribution: Key issue #3.2 is about the UE being able to trigger (or at least request) an update of the radio interface session keys.  An open editor’s note is about what action the UE takes if the network does not update keys when the UE asks it to.  This contribution addresses that editor’s note.
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.
Key issue #3.2 “Refreshing radio interface keys” is about the UE being able to trigger (or at least request) an update of the radio interface session keys.  The proposed requirement is that the UE should have some ability to trigger a session key update, but with the decision ultimately remaining under network control.  

An open editor’s note in the “Potential security requirements” subsection is about what action the UE takes if the network does not update keys when the UE asks it to.  In fact, we do not believe that this action needs to be standardised – and so we propose text below to say this.  We do, however, add a potential requirement that the UE should not keep issuing the same request, since network overload needs to be avoided.
2. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to [1]:
~ ~ ~ Start of first text proposal ~ ~ ~
5.3.3.2.3
Potential security requirements

-
The UE should have some ability to trigger a refresh of radio interface security keys.  Care must be taken not to create network overload, however.  
-
If the network fails to refresh session keys when the UE asks it to, the UE should not keep issuing the same request.
Note1:
The decision to refresh the keys is the responsibility of the network. 
Note 2:
Other than as noted above, the  actions taken by the UE if the network fails to refresh the session keys are outside the scope of 3GPP standards.

~ ~ ~ End of first text proposal ~ ~ ~
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