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Abstract of the contribution: Key issue #3.1 needs its “Potential security requirements” section to be rewritten in requirements form.  And the key issue title has been mis-edited, and needs correction.
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.

Section 5.3.3.1 is currently titled “Key Issue #3.1: Radio interface interception of keys  sent between operator entities”.  There has been an editing failure here – it should be “Interception of radio interface keys sent between operator entities”.
There is also an editor’s note in section 5.3.3.1.3 “Potential security requirements” saying that the text should be rewritten as requirements.

We implement these changes below.  Some of the text currently in the “Potential security requirements” section is transferred to the “Key issue details” section, since it does not immediately lead to requirements.  Otherwise, there is no significant change to the meaning of the text.

2. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to [1]:
~ ~ ~ Start of first text proposal ~ ~ ~
5.3.3.1
Key Issue #3.1: Interception of radio interface keys sent between operator entities

5.3.3.1.1
Key issue details

In all of GSM/GPRS, UMTS and LTE, it is the case that the keys from which the for radio interface encryption keys are derived (and integrity, where applicable) are computed in the home core network – the AuC – and then transmitted to the visited radio network over signalling links such as SS7 or Diameter.  This is a clear point of exposure, and it has been demonstrated repeatedly how keys can leak.  Each operator network has to respond to signalling messages, which may come from any roaming partner – including roaming partners that are either hacked or misbehaving in any way.

The most direct, and clearly recommended industry approach is for operators to improve SS7 / Diameter security, e.g. by introducing SS7 firewalls.  But well-designed key management protocols for Next Generation Systems could also reduce the threat significantly.

It should therefore be studied further whether and how EPS AKA and/or EAP-AKA' should be complemented with measures to counter the threat of insecurity of the Interconnect network. Such measures have to be standardized at least as far as they affect the interface between UE and visited network.
In GSM terms, this key issue is about the leakage of the cipher key KC when sent between network nodes, whereas Key Issue a.1 is about the leakage of Ki.  So the problems are different.  There may, however, be some overlap in the set of possible solutions.

5.3.3.1.2
Security threats 

An attacker who can successfully obtain current radio interface keys for a subscriber can straightforwardly eavesdrop on that subscriber’s traffic.  A wide range of abuses is also possible if the attacker can spoof MACs on UMTS / LTE messages that should be integrity protected.

5.3.3.1.3
Potential security requirements


· 
An attacker who is able to observe or request session keys sent between network nodes can still not carry out a passive eavesdropping attack on the subscriber’s radio interface traffic (assuming that radio interface user plane encryption is in place).  Instead, such an attacker would have to act as a long term, active man-in-the-middle in order to eavesdrop, or else carry out some other type of attack that is equally difficult in practice.
~ ~ ~ End of first text proposal ~ ~ ~
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