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Abstract of the contribution:

Solution #3.1 proposes including a key exchange protocol into the derivation of the radio interface session keys in order to counter the threat described in Key Issue 3.1" Radio interface interception of keys sent between operator entities". 
This contribution provides an evaluation of this solution (and in fact of the validity of the key issue as well). The contribution holds that the key issue and the solution do not capture some common attacks on the Interconnection network today, hence the solution will not significantly help to prevent attacks on radio interface security that result from a breach of the Interconnection network. 
1. Introduction
For an explanation of some common attacks on the Interconnection network today, we refer to a companion contribution by Nokia in S3-161091. The references referred to in the present contributions have been added to clause 2 in this companion contribution. 

2. Pseudo Change Request

***********START OF CHANGES******************
5.3.3.1.2
Security threats 

An attacker who can successfully obtain current radio interface keys for a subscriber can straightforwardly eavesdrop on that subscriber’s traffic.  A wide range of abuses is also possible if the attacker can spoof MACs on UMTS / LTE messages that should be integrity protected.

The following key theft attacks and re-routing attack are expected to be relevant for a 5G Interconnection network. Many of these threats are likely to evolve from threats seen in today's SS7 networks; at least it has been explicitly stated in publications, e.g. [D], that many of the threats seen in SS7 networks are likely to carry over to DIAMETER Interconnection networks. These may in turn be used in 5G Interconnection networks. 
Key theft attacks:

An attacker could obtain keys in several different ways: 

1. by passively eavesdropping on the communication between an HSS sending authentication vectors (AVs) to a genuine serving node. Attack 1 is not commonly described in the literature as an attack on SS7 networks (which does not, of course, mean that it could not be performed.);

2. by impersonating a genuine serving node towards the HSS and obtaining AVs in this way; [D, E]

3. by impersonating a genuine serving node towards another serving node to obtain a current security context (e.g. sending a forged context request between SGSNs or MMEs used in handovers or idle mode mobility) [F]

Re-routing attack: The attacker could also impersonate a genuine serving node by sending a forged Location Update message to the HSS [F]. In this way, the downlink traffic could possibly be re-routed towards the attacker's serving node. 

***********NEXT CHANGES******************

5.3.4.1.3
Evaluation 


The solution #3.1 described in clause 5.3.4.1 basically consists in applying a Diffe-Hellman handshake after the intermediate key obtained from the authentication vector (e.g a KASME key) has been successfully established between UE and serving node (e.g. MME). The security context that results from the intermediate key combined with the DH handshake would then be used to derive further keys to protect the radio interface. 

We discuss how well the threats described in clause 5.3.3.1.2  are countered by solution #3.1 in the following.

· The first threat described in clause 5.3.3.1.2 seems to be the only attack that solution #3.1 counters reasonably well: as stated in the requirements in clause 5.3.3.1.3, the attacker would indeed have to give up his passivity and become a long term, active man-in-the-middle.

But solution #3.1 seems ineffective against the following attacks:

· Key theft attack 2 means that the authentication vector is sent to the attacker and, hence, not available at any genuine serving node that would perform an Attach procedure with a user. So, the attacker could not sit back, record the encrypted traffic and decrypt later using the knowledge of the eavesdropped key. 

However, the attacker could proceed to impersonate a genuine serving node towards a UE (using one or more false base stations in the vicinity of the victim that would be attached to the serving node). In this way, the attacker could eavesdrop on the UE's traffic for some significant amount of time. The attacker could repeat this attack many times (as long as the attacker would be able to obtain fresh authentication vectors). 

The underlying assumption in the formulation of the requirement in clause 5.3.3.1.3 seems to be that the involvement of the attacker as " long term, active man-in-the-middle " would make the attack unrealistic. But  attack 2 can be seen as a false base station attack that would be just as practical as its well-known analogue in GSM (with the difference being that the attack does not exploit a weakness in the air interface security - as in GSM - but in the Interconnection network security).  

· Key theft attack 3 is an attack not on SS7 or DIAMETER, but on GTP. It would use e.g. false messages on the 5G-equivalent of the interface between SGSNs or MMEs. The attacker would record the encrypted communication over the air. The attack on the serving node would only start after the security context, from which the radio encryption and integrity keys were derived, had been established. In particular, it would start only start after the DH handshake proposed in solution #3.1 would have been applied. Hence, solution #3.1 cannot help in mitigating this attack. 

· The re-routing attack is an attack exploiting a weakness of the Interconnection network. But it could not be countered by solution #3.1 as the attack does not exploit the knowledge of keys. 


Clause 5.3.3.1.1 "Key issue details" states: " The most direct, and clearly recommended industry approach is for operators to improve SS7 / Diameter security, e.g. by introducing SS7 firewalls."  This is most certainly true. Solutions approaches can be found in security area#10. 

The text in clause Clause 5.3.3.1.1 continues: " But well-designed key management protocols for Next Generation Systems could also reduce the threat significantly." According to the above evaluation, at least solution #3.1 is unlikely to mitigate some common threats seen in today's SS7 networks and could be easily circumvented. It appears that these common threats need to be mitigated by security enhancements to the Interconnection network. But then it is likely that also the only threat, against which solution #3.1 really helps, namely passive eavesdropping on authentication vectors, could be mitigated by similar security enhancements to the Interconnection network. 

Conclusion:
Solution #3.1 is costly in terms of performance, especially delay, and it does not help against key theft attacks 2 and 3 nor against the re-routing attack. 

***********END OF CHANGES******************

