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Abstract of the contribution:
The 3GPP system should support security mechanism differentiation for network slices. The 3GPP should support the differentiation in credential type, authentication method, authentication function, subscriber repository, and security policy. 
1. Discussion
[bookmark: _Toc453184094]One key issue of network slicing security is “Security mechanism differentiation for network slices”. This issue is dicussed in the section 5.8.3.2.1 of TR 33.899-020, 
“The next generation network will be a service-oriented network and different services have different requirements, including security. As proposed in TR 22.891 (ref.[7] 5.2.3 ), the 3GPP System shall have the capability to conform to service-specific security assurance requirements in each single network slice, rather than the whole network, which means every slice can have service-specific security mechanisms(including e.g. policy, protocols and functions and so on) configured.
-	On eMBB services, we could reuse or optimize the mechanism in LTE, i.e. to keep the authentication and credential management entities within the core network and use IMSI as the user’s only credential. 
-	On IoT services, the more quick access authentication protocol should be considered to meet the requirement of large amount devices visit "AN" (e.g. RAN node or common function node), the lighter cryptographic algorithms or/and protocols should be considered to meet low cost and low battery situation on IoT devices.”  
As shown above, the security mechanism differentiation has been dicussed in TR33.899-020 with eMBB and IoT services as examples. 
The security requirements of CRIC services have been discussed in the section 5.1.3 of TR 22.862-e00,
“[PR 5.1.3-007] The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity.
[PR 5.1.3-008] The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation.”  
Considering above discussion and requirements, the 3GPP system should support the security mechanism differentiation in credential type, authentication method, authentication function, subscriber repository, and security policy. Security policy may include isolation policy, encryption algorithm, integrity protection algorithm, the length of key, and the policy of key expiration.

2. Proposal
[bookmark: _Toc452659575][bookmark: _Toc452659988][bookmark: _Toc452660407][bookmark: _Toc452662555][bookmark: _Toc452966666][bookmark: _Toc452967083][bookmark: _Toc452967497][bookmark: _Toc452967910][bookmark: _Toc452970219]It is proposed to change the section “5.8.3.2	Key Issue #8.2: Security mechanism differentiation for network slices” of TR33.899.

* * * Start of changes * * * *
[bookmark: _Toc452659571][bookmark: _Toc452659984][bookmark: _Toc452660403][bookmark: _Toc452662551][bookmark: _Toc452966662][bookmark: _Toc452967079][bookmark: _Toc452967493][bookmark: _Toc452967906][bookmark: _Toc452970215][bookmark: _Toc453242779]5.8.3.2	Key Issue #8.2: Security mechanism differentiation for network slices
[bookmark: _Toc452659572][bookmark: _Toc452659985][bookmark: _Toc452660404][bookmark: _Toc452662552][bookmark: _Toc452966663][bookmark: _Toc452967080][bookmark: _Toc452967494][bookmark: _Toc452967907][bookmark: _Toc452970216][bookmark: _Toc453242780]5.8.3.2.1	Key issue details
The next generation network will be a service-oriented network and different services have different requirements, including security. As proposed in TR 22.891 (ref.[7] 5.2.3 ), the 3GPP System shall have the capability to conform to service-specific security assurance requirements in each single network slice, rather than the whole network, which means every slice can have service-specific security mechanisms(including e.g. policy, protocols and functions and so on) configured.
-	On eMBB services, we could reuse or optimize the mechanism in LTE, i.e. to keep the authentication and credential management entities within the core network and use IMSI as the user’s only credential. 
-	On IoT services, the more quick access authentication protocol should be considered to meet the requirement of large amount devices visit "AN" (e.g. RAN node or common function node), the lighter cryptographic algorithms or/and protocols should be considered to meet low cost and low battery situation on IoT devices.
-    On CriC services, the quick access and strong authentication protocol, encryption algorithms, or/and credential management etc. should be considered to meet the low latency and high reliability requirement in critical communications.
Editor’s note: CriC service requirement should be consistent with that in SA1.
Editor’s note: It is FFS for other service technology requirements on security mechanisms. It is FFS how to define the controlling policy on security mechanisms. 
[bookmark: _Toc452659573][bookmark: _Toc452659986][bookmark: _Toc452660405][bookmark: _Toc452662553][bookmark: _Toc452966664][bookmark: _Toc452967081][bookmark: _Toc452967495][bookmark: _Toc452967908][bookmark: _Toc452970217][bookmark: _Toc453242781]5.8.3.2.2	Security threats 
 Editor’s Note: Proposed security threats description is "Security mechanism should balance security and cost. Every single service scenario may have different consideration on the balance. Different security mechanisms for different slices should be defined."
[bookmark: _Toc452659574][bookmark: _Toc452659987][bookmark: _Toc452660406][bookmark: _Toc452662554][bookmark: _Toc452966665][bookmark: _Toc452967082][bookmark: _Toc452967496][bookmark: _Toc452967909][bookmark: _Toc452970218][bookmark: _Toc453242782]5.8.3.2.3	Potential security requirements.
To satisfy security requirements from different types of network slices, the 3GPP System shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network. Different security mechanisms shall be supported to meet the slice specific requirement. The controlling policy among different security mechanisms shall be supported.
The 3GPP system shall support the security mechanism differentiation in controlling policy and security policy. Security policy may include isolation policy, encryption algorithm, integrity protection algorithm, the length of key, and the policy of key expiration.
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