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This PCR provides changes for Key Issue #2.4: Device identity authentication
1. Introduction
The goal of this PCR is to bolster the use case for Key Issue #2.4, Device identifier authentication, expand associated security threats, and bring to the surface a new set of potential requirements.
2. PCR
****************** Begin Change *******************

5.2.3.4
Key issue #2.4: Device identifier authentication

5.2.3.4.1
Key issue details

In existing 3GPP systems, the UE has two permanent identifiers, namely, the IMSI for identifying the subscription associated with the UE, and the IMEI for identifying the Mobile Equipment (or the device identity) that is using the subscription associated with the IMSI. The network authenticates the IMSI using AKA (subscription authentication). Therefore, the network can trust the IMSI reported by the UE. However, the IMEI reported by the UE to network is not authenticated. Therefore, the network cannot place any trust on the reported IMEI of the UE.
IMEI is being used as a key identity for blocking stolen MEs, to identify Emergency Calling originators when IMSI is not present or cannot be authenticated, and as one of the target identities for LI. In all of the above use cases, trust in the device identity is of a great importance.
The NextGen systems will not only need to authenticate the subscription of the device based on the subscription identity associated with the device but also may need to authenticate the identity of the device (i.e., device identifier) that is using the subscription associated with the subscription identity. 

5.2.3.4.2
Security threats 

NextGen systems are expected to support a large number of devices that are many orders of magnitude greater than today. These devices may also have varying levels of capabilities, including varying levels of security capabilities. In addition to the authorization based on subscription authentication, the network may additionally need to perform further authorization checks for access to different services based on the reported device identifier (e.g., based on the capabilities associated with the device identifier). In such cases, it should be possible for the network to authenticate the device identity before authorizing services that are tied to device identifier. Otherwise, an attacker may be able to use victim device identity to bypass the network authorization checks.

Furthermore, in case a security vulnerability (e.g., implementation or design vulnerability) is found with a class of devices with a certain set of capabilities (e.g., devices with the same model number), in order to protect the network from potential attacks, it is desirable that these devices are blocked or restricted from accessing certain networks or services, at least temporarily until their security vulnerability is remediated (e.g., through OTA security firmware/software update). Otherwise, an attacker may be able to exploit the vulnerability of these compromised devices in order to launch attack on those networks or services. In order to identify and block or restrict access to such devices, it should be possible for the network to identify these devices in an authenticated manner. If the network is not able to verify the claimed identity of the device, the attacker may simply modify the device identifier reported to the network, thus bypassing any restriction that are enforced by the network. Furthermore, if unauthorised modification or spoofing of a device identity is possible, then the NextGen System will not be able to distinguish spoofed devices from genuine ones. Therefore, it is desirable that NextGen systems are capable of authenticating the reported device identity.  Storage and processing of device identity and associated credentials outside of a secure entity on the NG-UE could lead to unauthorised access, modification, and cloning of the device identity and associated credentials.

5.2.3.4.3
Potential security requirements

-
Based on the use case, it should be possible for the network to authenticate the reported identity of the device (i.e., device identifier).
Editor’s Note: It is FFS whether the above requirement needs to be modified or new requirement(s) added in order to take into account the necessity for the operator to not be dependent on a 3rd party for the authentication of the reported device identifier (e.g, the operator doesn’t need to make use of any entities outside of operator’s network).

Editor’s Note: The key issue #2.2 also discuss device identifiers (and in particular the storage of such identifier). It is FFS whether this key issue gets merged with the key issue #2.2 or any overlap between the key issues is removed by a latter change to the specification.
NOTE: Secure storage and processing requirements for device credentials and identities is covered in Security area #5: Security within NG-UE.
******************* End Change ********************

3. Conclusion

It is proposed to add the contents of this PCR to TR 33.899
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