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***
BEGIN CHANGES
***
4.1
Security areas  

This document includes the following security areas: 

1)
Security architecture deals with architectural aspects of the security for NextGen system.
2)
Authentication deals with authentication framework, identifiers, and credentials, authentication methods.
3)
Security context and key management deals with security aspects related to management of security context and security keys.
4)
RAN security deals with the security for Next Generation radio interface and radio access network.

5)
Security within NG-UE deals with the security of sensitive data handled within the NG-UE.
6)
Authorization deals with both, authorization of the UE to access the network and authorization of the network to serve the UE.
7)
Subscriber privacy deals with various aspects related to the protection of subscribers’ personal information, e.g. identifiers, location, data, etc.
8)
Network slicing security covers security aspects related to the network slicing concept such as service access, network function sharing and isolation. 
9)
Relay security deals with security of the NextGen connectivity over relays.
10)
Network domain security deals with security of the signalling protocols in the network domain such as authentication, integrity, and availability.
11)
Security visibility and configurability deals with presentation of security information to a user of a UE, and management of security configuration by a user or a UE.
12)
Credential provisioning deals with security aspects of provisioning 3GPP credential(s) on equipment that will access the NextGen system.

13)
Interworking and migration deals with security aspects related to the interworking and migration scenarios between radio technologies and possible core network concepts. 
14)
Small data deals with massive number of  IoT UEs that usually send small amounts of data sporadically and also moves around. 
15) Broadcast/Multicast security deals with security for broadcast services that will be used in verticals, for example MCPTT, Critical Communication, V2X, and massive MTC.
***
END OF CHANGES
***
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