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Abstract of the contribution: Security area to study broadcast and multicast security in 5G is introduced. It is proposed to address at least security issues for broadcast/multicast capabilities and any impact of new concepts in 5G on MBMS security.
pCR
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5.x
Security area #x: Broadcast/Multicast Security

5.x.1
Introduction 

NextGen System will provide broadcast services (TR 23.799, clause 4). Broadcast/Multicast will be used in verticals, for example MCPTT, Critical Communication, V2X, and massive MTC. Specific solutions proposed in TR 23.799such as1:many and 1:all communication, group handling, group communication need to be analysed with respect to security.

This security area will study functionality needed to satisfy security for current and emerging 3GPP broadcast/multicast requirements and application architecture requirements (e.g. MCPTT, MCVideo, MCData, CriC, and massive MTC).
This security area is addressing “MBMS security” and will cover aspects such as Broadcast/Multicast capabilities has been defined in TR 23.799, clause 5.13.

Editor's Note: It should be noted that SA2 have put the key issue on Broadcast/Multicast to phase 2 in their meeting in July 2016.

5.x.2
Security assumptions

Editor's Note: This clause will document security assumptions related to each security area. 
5.x.3
Key issues
5.x.3.y
Key issue #x.y:  Broadcast/Multicast capabilities
5.x.3.y.1
Key issue details

LTE/eLTE features, e.g. GCSE/MCPTT or V2X, already use or will use multicast / broadast capabilities. This key issue should study, whether additional security considerations are needed within the NextGen architecture concept. 
5.x.3.y.2
Security threats 

5.x.3.y.3
Potential security requirements

5.x.3.z
Key issue #x.y:  Usage of MBMS security 

5.x.3.z.1
Key issue details

MBMS security is specified in 3GPP TS 33.246 [X]. This key issue should study its application to NextGen architecture and whether additional functional implications result from it.

5.x.3.z.2
Security threats 

5.x.3.z.3
Potential security requirements

