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1. Description
This document proposed a solution to the privacy concerns from data transmitted by a vehicle UE across a network.
2. Proposed change

It is proposed to make the following change to TR33.885- v0.23.0.
** First Change **
6.X
Solution #X: Vehicle UE privacy based on data traversing the network
6.X.1
Security requirements addressed

This solution addresses the security requirements given in subclause 5.7.

The content of the data transmitted by a vehicle UE should not lead to the ability of another V2X entity (UE, network, application server) to identify and track 
the sender UE beyond a short time period necessary for the V2X application.
6.X.2
Solution details
Some V2X applications may require location data to be sent by the UE directly to the V2X Application Server (AS). As this data is sent across the MNO’s network, it could be used to track the UE if it is sent unencrypted.

If the V2X Application Server is not in the operator domain, then the link between the UE and V2X AS used for end to end messages should be encrypted, to provide UE location privacy from the operator, and to protect the UE from any other entities that might eavesdrop on the path from the UE to the V2X AS.
Editor’s Note: Whether specifying the encryption between UE and V2X App server is in scope of 3GPP is FFS. 

In addition, to ensure that it is not possible for the V2X AS to track the UE based on its application data, the included app layer identities need to be changed periodically (e.g. every 5 minutes). 
When this application data is carried over the operator’s network, there will also be lower layer identities that will need to be changed at the same time, e.g. IP address or any security parameters between UE and V2X server, so that the V2X AS cannot link two app layer identities based on the lower layer parameters used on that link.

Hence it is proposed that for such V2X applications, when the UE changes its app-layer identifier it also re-attaches to the network to refresh all the lower layer identities that will be visible to the V2X AS.
Editor’s note: Performance impact on the HSS needs to be studied.
** End Change **
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