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1 Introduction 
This contribution proposes a solution addressing the key issues on authorization such as Key issue #2, #5 and #9 and Key issue #8 on accountability. It builds on the assumption that the security for V2XLTE is based on reusing solutions from other SDOs. This is in line with the proposal in Solution #2. 
2 Proposal
It is proposed that SA3 approves the changes below for inclusion in TR 33.885.
3 pCR 
***
BEGIN CHANGES
***
6.x
Solution for authorization and accountability
6.x.1
Addressed key issues
The solution addresses the key issues on authorization such as Key issue #2, #5 and #9 and Key issue #8 on accountability. It builds on the assumption that the security for V2XLTE is based on reusing solutions from other SDOs. This is in line with the proposal in Solution #2.

6.x.2
Justification of the solution

The consensus in other SDOs (ETSI and IEEE) is that the security solution for V2X communication would be based on public key cryptography. The work is still ongoing to finalize the details of the PKI architecture in several countries and regions where not only OEMs but also traffic authorities are involved. For example, in the US, already in 2014 the Department of Transportation (DOT) issued a report (report number HS 812 014) on V2V communication where a Security Credential Management System (SCMS) serving the purpose is described.

A high level overview of the architecture of SCMS is shown in Figure 6.x.2-1. In general, there are different types of Certificate Authorities (CA); namely Root CAs (RCA), Long Term CAs (LTCA) and Pseudonym CAs (PCA) (see Figure 2). An RCA could be for example a national transport administration such as trafikverket in Sweden. A V-UE is provisioned with a long-term certificate by an LTCA. An LTCA could be, for example, a car manufacturer. In order to preserve the privacy of a V-UE, a PCA regularly provisions the V-UE with fresh short-term pseudonym certificates. A PCA could be, for example, a local traffic authority, a third party operating and maintaining the infrastructure, etc. The short-term pseudonym certificates are used to protect the V2X broadcast messages, thus protecting the system from misuse by unauthorized or malfunctioning V-UEs and at the same time protecting the privacy of end users (drivers).
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Figure 6.x.2-1: Certificate Authorities
With a long-term certificate, a V-UE has the means to establish a secure channel with any relevant CA. For getting short-term pseudonym certificates, a V-UE sends a request, signed with the long-term private key 
, to the relevant PCA without disclosing the long-term identifier. The long-term identifier of the V-UE is encrypted with the public key of the corresponding LTCA
. The PCA receiving the request asks the relevant LTCA for the signature 
of the V-UE. This guarantees that a V-UE can neither be tracked by the LTCA alone, nor can it be identified by the PCA alone.

In order for the V-UE long term credentials (certificate) to be taken into use in the first place, there will be a central trusted entity possibly per country, or region in a country, or multiple countries, etc. handling the enrolment and authorization for the V2X communication (ETSI TS 102731). Such an entity is hereinafter referred to as Trusted Traffic Authority (TTA). The TTA is independent from the MNO and therefore can neither be 
collocated with a V2X Control Function nor with a V2X Application Server. V-UEs are required to run an authorization or enrolment procedure with this entity for V2X communication using the long term certificates. At the time of writing, it is not clear how the revocation of certificates could be efficiently handled. However, it is reasonable to assume that the above-mentioned authorization from the TTA needs to be renewed on a regular basis. In fact, there might be several reasons for which a V-UE could become unauthorized, for example if the vehicle did not pass certain safety tests during the last check, or if the vehicle is no longer insured, etc.
In the V2XLTE system, the authorization procedure for the V2X communication, as specified in the 3GPP TR 23.785, is illustrated in Figure 6.x.2-2. It is based on the service authorization for proximity services specified in the 3GPP TS 23.303 under clause 5.2. The procedure relies solely on subscription information and is fully under the control of the V2X Control Function. The authorization status of a V-UE in the MNO domain is not related to the one in the TTA domain. To preserve privacy of the V-UE, the long-term certificates or identifiers used for authorization towards the TTA are not shared with the MNO.
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Figure 6.x.2-2: Authorization procedure

The advantages of the MNO knowing the status of the V-UE authorization in the TTA domain would be twofold
. First, it protects the MNO’s network from misuse by V-UEs which are not authorized by the TTA. This, in turn, helps the MNO network save resources by not allocating them to V-UEs, unauthorized in the TTA domain, in the first place.

6.x.3
Description of the solution

It is proposed that a V-UE is first authorized at a relevant TTA, thus obtaining some type of evidence that could be used by a V2X Control Function during the service authorization procedure as shown in Figure 6.x.2-2. More precisely, the updated authorization flow is illustrated in Figure 6.x.3-1.
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Figure 6.x.3-1: New authorization procedure
· Step 0: The V-UE attaches to the network and acquire a PDN connection.
· Step 1: The V-UE establishes a secure channel to the relevant TTA and runs an authorization or enrolment procedure. The authorization or enrolment procedure neither affects the solution nor is in the scope of the solution. Upon a successful authorization, the V-UE obtains evidence from the TTA, for example in a form of an access token.
· Step 2, 4 and 5: The service authorization with the V2X Control Function proceeds as defined in the 3GPP TR 23.785 with an addition that the evidence from the TTA is presented to the V2X Control Function in the HPLMN and also the possibility that the Control Function communicates directly with the TTA to validate the evidence (Step 3).

NOTE 1: Step 0 may not be necessary for the TTA authorization when a non-3GPP access, e.g. WIFI is used.

NOTE 2: Step 3 may not be necessary as the evidence can be self-contained. Otherwise direct communication between the V2X Control Function and the TTA cannot be totally precluded as it can be useful for example to propagate authorization status changes and related information.
In order to propagate revocation information from the TTA domain to the MNO domain, some form of additional communication would be required between the TTA domain and the V2X Control function. However, such additional communication may be avoided if the TTA provides the V-UE with the evidence that has an expiry time, thus requiring the V-UE to renew the evidence on a regular basis.  Other security requirements might be needed to guarantee the authenticity, integrity and freshness of the evidence.

Furthermore, it could be required that the evidence is signed by the TTA so that the V2X Control Function can check its authenticity. In addition, it could be required that it is protected against replay by including timestamps, etc.

Finally, it could be required that the TTA authorization evidence is unique per V-UE. As a result, the evidence binds the V-UE to a specific long-term certificate in the TTA domain and to a specific subscription in the MNO domain. For example, this can be used by the MNO to report V-UEs sending malformed messages to the TTA and can also be used by the TTA to notify the MNO in case a particular V-UE is no longer authorized.
***
END OF CHANGES
***
�How can you sign with a certificate? Do you mean “signed with the V-UE’s key, whose ownership is proved by the long-term certificate”? Or am I being overly correct? (


NBH: Fixed


�How can you encrypt with a certificate?


NBH: Fixed


�It is not quite clear to me how the LTCA verifies the long-term identifier. Which key does the UE use to encrypt the long-term identifier, the public key of the LTCA? In that case, the LTCA obtains the long-term identifier that the UE has sent. Which long-term identifier does the LTCA compare it with, in order to verify the long-term identifier?


NBH: Fixed (FYI this is supposed to be a high level description and I would like to keep it that way)


�It would be great to explicitly state the relation of SCMS architecture solution to the solution presented here. Do the entities in the SCMS solution correspond to entities in this solution?


NBH: Fixed. Stated that those credentials need to be taken in use somehow (at least one time) and this is how the TTA is needed (see first sentence of next paragraph).


�Insert “be”?


NBH: Fixed


�Hm, I don’t understand this either, but maybe only because I don’t know the context. How does the MNO know the status of the V-UE authorization in the TTA domain? How does this paragraph relate to the previous one?


NBH: The MNO doesn’t know as mentioned in the previous paragraph. Now this paragraph presents the advantages of the MNO knowing that (used would instead)


�Full-stop missing?


NBH: Fixed


�Remove comma?


NBH: Fixed
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