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Discussion

There are a number of editor's notes in 33.916. This document proposes to resolve these. Updates to the figures will be proposed in a separate contribution.
1. Editor’s Note: The text above couples SECAM to the GSMA NESAS scheme in order to clearly describe the role of SECAM and NESAS and their interworking. However, it needs to be decided whether this should be decoupled such that other entities could implement a SECAM scheme.
Because for the time being, no other entity is implementig a SECAM scheme, it is proposed to leave the text mainly as is, but add "currently" to indicate another body could also implement the SECAM scheme.

2. Editor's Note: Text for how network product classes are defined needs to be added.
Text is added to clarify that 3GPP is defining network product classes.

3. Editor's Note: should more information be included on the chosen approach for threat modelling?
This is described in a separate TR, which is referenced at the end of 5.2.2.3

4. Editor's note: an up-to-date example from 33.117 should be included here.
Having an example test case copied from 33.117 is not useful as it would have to be updated whenever the original is updated. Therefore it is proposed to delete the subclause.

 5. Editor's Note: this clause is quite verbose, repetitive, and may be too limiting for vendors and testers. Further overhaul may therefore be advisable.
This can be done with a CR when required. Thus it is proposed to simply delete this editor's note.

6. Editor's Note: The preceding sentence needs to be clarified. It is probably not the intention of SECAM to require a full re-evaluation of the entire product for a new product release with only minor changes.
It is proposed to clarify that this is about reevaluation of the same version.

7. Editor's Note: This Annex needs to be reviewed once the text in the main body is stable.
The following modifications are proposed: 

Threats are now captured in 33.926. 

Test methodology and skills requirement are not defined by 3GPP, but through the accreditation body

8. Editor's Note: This Annex needs to be reviewed once the text in the main body is stable.
Cross references are included as required by the further editor's notes. 

Furthermore, references to EVA were removed.

Proposal

It is proposed to accept the following pCR.
********************************* First Change *****************************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2] 
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".

[3]
void
[4]
3GPP TR 33.821: "Rationale and track of security decisions in Long Term Evolution (LTE) RAN / 3GPP System Architecture Evolution (SAE)".

[5]
3GPP TS 33.102: "3G security; Security architecture".
[6]
GSMA FS.13: “Network Equipment Security Assurance Scheme Overview”. 

[7]
GSMA FS.14: “Network Equipment Security Assurance Scheme Security Test Laboratory Accreditation”.

[8]
GSMA FS.15: “Network Equipment Security Assurance Scheme Vendor Development and Product Lifecycle Requirements and Accreditation Process”.

[9]
GSMA FS.16: “Network Equipment Security Assurance Scheme Dispute Resolution Process”.
[xx]

3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
********************************* Next Change *****************************

4.0

Introduction

Security of Network Products should be measurable, comparable, and follow a common standardised baseline. This allows mobile network operators to determine the achieved level of security of network products. 3GPP addresses this by introducing SECAM. SECAM covers:

· creation of security requirements and test specifications – the so-called Security Assurance Specifications (SCAS) – (see Section 4.1) and

· security evaluation of Network Products and evaluation of vendor network product development and network product lifecycle management processes compliance (see Sections 4.2, 4.4, and 4.5). 

SECAM is defined in this document.

For trustworthiness of evaluation results and credibility of the entire initiative, security-relevant parts of the vendor network product development and network product lifecycle management processes and the test laboratories should be accredited (see Section 4.2). Accreditation by an external party demonstrates that the actor has the capabilities, skills, and competence to perform their respective tasks.

The SECAM Accreditation Body – currently only the GSM Association (GSMA) – covers accreditation and its governance and maintenance and by that complements this 3GPP activity. The SECAM Accreditation Body defines requirements and processes for:

-
vendor network product development and network product lifecycle management processes accreditation [8],

-
test laboratory (vendor owned or third party) accreditation [7],

-
dispute resolution [9].

The activities of the GSMA are combined in a single scheme, the Network Equipment Security Assurance Scheme (NESAS). It is specified in various documents. Most of them are publicly available on the Internet. An overview is given in the NESAS Overview document [6].


********************************* Next Change *****************************

4.1
Scope of a SECAM SCAS

A 3GPP Network Product can have vulnerabilities which, if exploited, can damage the MNO and/or end-users. In order to understand the potential attack vectors which could be used, the first thing to do is to identify the targets of the analysis. Each 3GPP Network Product, is basically a device composed of hardware (e.g. chip, processors, RAM, network cards), software (e.g. operating system, drivers, applications, services, protocols), and interfaces (e.g. console interfaces and O&M interfaces) that allow the 3GPP network product to be managed and configured locally and/or remotely. All these features can expose the 3GPP network product to several potential security attacks. If the network product is securely implemented, managed and configured then some of these attacks can be prevented. The above mentioned security attacks can exploit different 3GPP network product features/ capabilities.

The Security Assurance Specification (SCAS) for a given network product class provides a description of the security requirements and associated test cases pertaining to that network product class. It is assumed that the latest version of the 3GPP Security Assurance documents available at the beginning of a particular instance of an evaluation will be used for 3GPP Security Assurance whatever the 3GPP Release compliance of the other 3GPP functions of the product is. Evaluations performed in the past remain valid, however, even when a new version of the 3GPP Security Assurance documents is published.

As pre-requisite for writing a  SCAS, 3GPP defines a complete list of features/capabilities considered to be part of the Network Product Class.

In order to achieve the security assured by a SCAS, the network operator needs to ensure that deployment fulfils the environmental assumptions given in the SCAS. The overall process therefore contains the following steps:

1) 3GPP writes SCAS, which may contain environmental assumptions

2) Accredited security test laboratories (vendors or third party) evaluate network product according to SCAS, but only the single product in a vendor-documented configuration for SECAM testing, without any considerations on the system or network or environment in a specific deployment. Here SECAM stops. 

3) when the evaluated network product is being deployed, the operator goes back to the environmental assumptions from the SCAS and tests whether they are fulfilled. This validation of environmental assumptions can only be performed during deployment and is needed for security, but is not part of SECAM, because SECAM is about product-testing.

NOTE 1:
Some security requirements might be specific to 3GPP features that only exist from a specific 3GPP Release onwards for a given 3GPP Network Product class. The 3GPP SCAS will give clear indication from which Release onwards the test should be applied. The way to give this indication (by grouping Rel-12 specific tests in an annex or by giving indication in the test case as described in clause 5.2.2.1) is outside of the scope of this Technical Report.

NOTE 2: 
For features that are standardized in 3GPP specifications, maximum advantage should be taken of existing threat analyses that are available from 3GPP Technical Reports (e.g. TR 33.821 for EPS [4]) or other publications.

********************************* Next Change *****************************

4.6.2.1 
Introduction

The following subchapter contains an example for instantiation of roles in SECAM.
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5.2.2.2 
Threats

There are many threat and risks analysis or modelling frameworks available for IT equipment and computers networks. None of them provided a perfect fit the needs of SECAM whose ultimate goal is to be capable to derive concrete and testable security requirements to reduce the level of exposure of telecom equipment. 
Editor's Note: should more information be included on the chosen approach for threat modelling?
This process is likely to be iterative and there will be some trade-off in terms of time. It is not a goal to be absolutely complete in the threats assessment. What ultimately matters in the threat analysis phase is that 3GPP determines that the achieved level of details is good enough to be able to easily derive testable security requirements to cover the risks in a reasonable amount of time.

The structure for a threat description is provided here to indicate the information needed for having a clear security problem definition. This can help to facilitate the identification of the security requirements. Hereafter a possible structure for the threats, risks and security objectives which are part of the SPD is reported. This structure will be related to the threat modelling framework used for the analysis and consequently this proposal could be changed accordingly:

-
Threat Name: each threat is assigned a unique name. The name preferably indicates the topics covered by the threat.
-
Threat Reference: a unique short form is assigned to each threat as a primary means for referencing the threat. The convention adopted is: <threat category> - <progressive number> where the convention adopted for the "threat category" can be the first two letters of the category to which the threat belongs or similar.-


Threat Category: a reference to the category to which the threat belong based on the classification (threat methodology) that will be adopted. 

-
Threatened Asset: an indication of the network product assets that are object of the threat.
-
Threat Description: the adverse actions that can be performed by a threat agent on an asset. These actions influence one or more properties of the asset from which that asset derives its value. Examples of threat agents are hackers, users, computer processes, and accidents. Threat agents, and their level, may be further described by aspects such as expertise, resources, opportunity and motivation. To provide a basis for requirements that are on roughly the same level, 3GPP chooses a level of threat agents that the system should be able to withstand (although the levels may be hard to quantify or measure). Protection mechanisms or requirements then are not selected if a threat can be instantiated only by a threat agent of higher level. This is in line with the single assurance level and single security baseline per network product class of clause 4.

-
Threat relevance: the threat relevance (Mitigate, Accept, and Transfer). 
Further details are given in 33.926 [xx].
5.2.2.3 
Security Objectives

The Security Objectives countering the defined threats are likely to overlap in many cases. Therefore, they are to be listed in a separate section of the SCAS document to aggregate references to the threats they counter.

The structure for Security Objective is as follows:

-
Security Objective Reference: a unique short form is assigned to each Security Objective as a primary means for referencing. The convention adopted is: SO - <progressive number>-

 -
Security Objective: the concise and abstract statement as given for the threats.

-
Threat References: List of Threat References of the threats countered by the Security Objective in question.
Additionally, a table matching the Threats and Security Objectives should be given in an annex of TR 33.926 [xx].
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6.3
Audit and accreditation of test laboratories
The accreditation is performed by the SECAM Accreditation Body, and consists of: 

-
assessing the skills of the vendor‘s or third-party test laboratories in conducting an evaluation for conformance to 3GPP SCAS requirements for a given network product class or range of classes;

-
assessing the compliance to Test methodology (for security compliance Testing andBasic Vulnerability Testing laboratories).

A test laboratory can be accredited for any combination of 3GPP SCAS documents. During the audit for the accreditation the test laboratory demonstrates its competence, expertise, methodology and processes, to an auditor , by undertaking the tests on a concrete network product. If the test laboratory is capable of performing all the tests of the selected SCAS documents, accreditation is granted for the selected SCAS documents. Accreditation is limited to the selected SCAS documents and thereby to the respective network product classes covered by the selected SCAS documents.

Test laboratory accreditation requirements and the accreditation procedure are specified in [7].
********************************* Next Change *****************************

7.2
Evaluation and evaluation report


********************************* Next Change *****************************

7.5
Comparison between two SECAM evaluations

SECAM evaluation considers a given version of a network product. SECAM documents don't describe or evaluate the improvement between two evaluations of the same version of the network product.  

********************************* Next Change *****************************

Annex A:
Summary of SECAM documents

	Phase
	Sub-phase
	Deliverable
	Published by

	Methodology building
	
	Consensus on threats 
	3GPP

	
	
	Security Assurance process
	

	
	
	Security Assurance Specifications
	

	
	
	Test methodology and skills requirements
	SECAM Accreditation Body / GSMA


	
	
	Test laboratories accreditation and monitoring rules
	

	
	
	Network product development and network product lifecycle management Process Assurance requirements
	

	Accreditation 
	Methodology Accreditation
	Accreditation report
	Accreditor

	
	Audit and accreditation
	Evidence of successful accreditation of vendor network product development and network product lifecycle management process 

Evidence of successful accreditation of Security Compliance test laboratories 

Evidence of successful accreditation of Basic Vulnerability Test laboratories 


	SECAM Accreditation Body / GSMA

	Evaluation
	SCAS instantiation
	Instantiation of SCAS
	Vendor

	
	Vendors Development process compliance
	For the accreditation:

Design documentation [free-form]

Operational guidance [free-form]

Version and configuration management plan [free-form]

Flaw remediation documentation [free-form]

Process to ensure code quality documentation [free-form]

Vendor's development sites protection [free form]

Before any network product evaluation:

Network Product Development and network product lifecycle management process self-evaluation report providing evidences that the network product was developed under the accredited process [free-form]
	

	
	Security compliance testing
	Security Compliance Testing report
	Vendor or third-party



	
	Basic Vulnerability Testing
	 Basic Vulnerability Testing report
	

	
	
	
	

	Self-declaration
	Self-declaration
	Self-declaration
	Vendor

	Monitoring, dispute resolution
	
	Informal guidance document. Accreditation revocation list
	SECAM Accreditation Body / GSMA

	Dispute resolution
	 -
	Operator claims
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Annex B:
Summary of actors involved in SECAM

	Actor
	Tasks and Responsibilities

	3GPP SA3
	Describe SECAM in the security assurance process documentation (i.e. the present document)

Provide SCASes for individual Network Product Classes:

-
Describe and model the network product class: Compile a complete list of features/capabilities considered relevant for evaluation

-
Define the security problem: Identify which assets in the model of the network product class require protection and how these assets can be exploited by an attacker. The security problem definition also contains the security objectives of the network product class under analysis (i.e. which assets require what type of protection), and defines an attacker potential the network product class is supposed to resist. Also, undertaking of a threat analysis

-
Identify the security requirements and test cases: Detail security requirements to reduce/counteract the risks outlined by the threat analysis as well as a description of the test cases and where possible with expected test results. Or, detail environment assumptions to countermeasure to mitigate the risks.

-
Verify the Security Requirements: Once the security requirements have been identified it is verified that the security objectives are met by these security requirements, and that every security requirement contributes to defending an identified security objective.

Define the expected skills and tools for security compliance test laboratories based on the Security Functional Requirements in the SCASes.

Specify general Basic Vulnerability Testing requirements as a SCAS module. This general SCAS module will then be linked and potentially amended by SCASs for individual Network Product Classes. This SCAS module does not specify individual tools but rather BVT categories and the conditions under which the usage of suitable tools are required.

	SECAM Accreditation Body
	Describe the rules for accreditation and monitoring of development and test laboratories.

Develop Vendor network product development and network product lifecycle management process assurance requirements as well as related evaluation activities generic to all network product classes in a dedicated document.

Assess the skills of the test laboratory in conducting an evaluation for conformance to 3GPP SCAS requirements for a given network product class or range of classes; This includes assessing the test laboratory's skill in selecting tools for performing the evaluation. 

Assess the test laboratory's ability to comply with the test methodology (for security compliance Testing and Basic Vulnerability Testing laboratories).

Administer the evaluation of the security relevant part of the Vendor network product development and network product lifecycle management process during an initial accreditation.

Provide a process to resolve conflicts.

	(Accredited) Vendor
	Ensure Vendor network product development and network product lifecycle management process assurance compliance.

Provide SCAS instantiation document.

Provide self-declaration after evaluation:

-
give a short summary and conclusion of all the evaluation reports

-
declare all tests conducted by the vendors are correctly carried out and all the documents provided by the vendors are authentic without intentional deception.

	(Accredited) Vendor or (accredited) third-party Test laboratory
	All Test laboratories:

-
Assess that the vendor documentation and processes are complete sufficiently defined to begin the evaluation

-
Validate the elements (scope of evaluation, instantiated assets…) which will not be modified during the evaluation
Special for Security compliance testing Test laboratories:
-
Check whether a SCAS instantiation written by a vendor is a correct instantiation of the SCAS of the network product class and whether it is a good basis for evaluating the network product.

-
Confirm that the SCAS being instantiated for a given 3GPP network product and the network product for evaluation are consistent.
-
Do Security Compliance Testing according to SCAS instantiation.
-
Deliver Security Compliance Testing report (cf.clause 7.2.3.2)

For Basic Vulnerability Testing Test laboratories:
-
Do Basic Vulnerability Testing.
-
Deliver Basic Vulnerability Testing report  (cf.clause 7.2.4)






	Operator
	Operator security acceptance decision: Examines the network product, the compliance reports and the test laboratories accreditation published by the SECAM Accreditation Body and decides if the results are sufficient according to its internal policies.
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