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Abstract of the contribution
The present contribution includes an initial evaluation of the proposed solution A. It only contains text that is already present in TR 33.899 v030, namely in clause 5.2.3.1.1 "Key issue details" for the key issue "Authentication framework", but is proposed to be moved out of the key issue details by our companion contribution in S3-161074. 
1. Pseudo Change Request
***********START OF CHANGES******************
5.2.4.A
Solution #2.A: Authentication framework
5.2.4.A.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.2.4.A.2
Solution details  
5.2.4.A.3
Evaluation 

•
Security: 

o
No attacks on EAP-AKA' nor on EPS AKA are known that would speak against the use of these protocols in NextGen.

o
EAP-AKA' offers some additional security compared to EPS AKA in that it provides proof to the home network that the subscriber was actually present in the authentication whereas in EPS AKA the home network has to trust the visited network in this respect. However, this proof provided by EAP-AKA' cannot guarantee the subscriber's continued involvement in any communication following the completion of the authentication procedure. The relevance of this security property for NextGen is ffs. 

•
Handovers and idle mode mobility within NextGen and with other RATs

o
It should be studied whether there are any advantages associated with the use of either EAP-AKA' or EPS AKA in this respect. 

•
Backward compatibility to LTE: 

o
For services like wireless broadband access and VoLTE, AKA has been proved to be an applicable way for authentication and key distribution and negotiation. It may be necessary to reuse the mechanism since it’s widely supported in core network, terminal and proved to be effective in previous communication systems. If EPS authentication is not supported, users who are only allowed to access a fully next generation network and may not be able to roam back to an LTE network or may not be able to access the next generation network that is tunnelled via LTE network. It is expected that the initial deployments of next generation systems will be an overlay system.

•
Possibility of enhancements and 3GPP control: 

o
It should be also borne in mind that EPS AKA is under complete control of 3GPP, which may facilitate future enhancements if needed. On the other hand, EAP methods are under the control of the IETF, and the IETF WG "EAP Method Update" has the status "concluded". 
***********END OF CHANGES******************

