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Abstract of the contribution
The present contribution includes alternatives for solution A. 
1. Pseudo Change Request

***********START OF CHANGES******************
5.2.4.A
Solution #2.A: Authentication framework
5.2.4.A.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.2.4.A.2
Solution details  
5.2.4.A.2.5
Alternatives for AKA-based authentication over 3GPP-defined access networks 
NOTE: Depending on the alternative, the form of NAI should allow the AAA to distinguish between protocols. An approach similar to the one for root NAIs in TS 23.003, 19.3.2, that allows distinguishing between EAP-AKA and EAP-AKA‘, could be taken (use of different leading digits). 
Alternative 1: EPS AKA is always used for AKA-based authentication over 3GPP-defined access networks
A UE using a 3GPP-defined access network always includes IMSI in Attach request, and AU transforms it canonically into NAI. This transformed NAI must be of a type different from any NAI received by the AU directly from the UE. AAA determines, based on type of NAI, that authentication method of choice is EPS AKA. From that point onwards, DIAMETER AVPs as in S6a could used between AU and AAA (but this is within the remit of CT4). AU determines, based on received DIAMETER AVP, that this is the case of EPS AKA, i.e. it runs one authentication request /response roundtrip with the UE, which completes the authentication. 

If the AAA determines, based on the NAI, that the authentication method is an EAP method, it acts as an EAP server. The AU recognises from the response from the AAA that this is the case of an EAP method and AU acts according to the EAP framework. (This then implies, according to the assumption for Alternative 1, that the access network is non-3GPP, but the AAA server need not know this.)
Alternative 2: EAP-AKA' is always used for AKA-based authentication over 3GPP-defined access networks
A UE using a 3GPP-defined access network always includes NAI in Attach request, as used in EAP. AU forwards NAI unchanged. (Variant: UE includes IMSI and AU transforms it canonically into NAI. Note that the latter would have the advantage of making the Attach request shorter as an IMSI is typically shorter than NAI.) AAA decides, based on NAI, that EAP method of choice is EAP-AKA‘. EPS AKA does not occur at all in this alternative, so AU acts according to the EAP framework.
Alternative 3: The choice between EPS AKA and EAP-AKA' for AKA-based authentication over 3GPP-defined access networks is made by the AAA server
A UE using a 3GPP-defined access network always includes IMSI and AU transforms it canonically into NAI. This transformed NAI must be of a type different from any NAI received by the AU directly from the UE. AAA determines, based on type of NAI, that either some sort of EAP method shall be used or a choice has to be made between EPS AKA and EAP-AKA'. In the latter case, AAA decides (presumably based on overall policy and not on a per-UE basis) whether to use EPS AKA or EAP-AKA‘. AU acts depending on the DIAMETER AVP(s) in the received response. 

Editor's Note: For all three alternatives in this subclause, compliant UE behaviour is assumed. It is ffs whether network-side policing for non-compliant UEs trying to use a different authentication method (e.g. non-AKA-based EAP method) would be required. 
5.2.4.A.3
Evaluation 

***********END OF CHANGES******************

