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1 Introduction 
The BEST study in TR 33.863 is considering a new authentication and key management solution, but also a new security protocol suitable for IoT purposes in solution #8 (and solution #9).
The BEST study is likely to be moving to normative phase. We propose that the normative phase of BEST should be modular in the way that basically any security protocol would be allowed to be used with the new key management solution of BEST. This should be allowed from the start, i.e. from the first release when BEST is specified in a normative specification. 
The Diet-ESP, which is under work in the IETF, is targeting IoT devices and applications. It is one such security protocol, which could make use of the shared key produced by the key management solution of BEST. We believe that there is no need to refer to Diet-ESP nor other security protocols from the BEST TR (or from a future TS) but, as mentioned, BEST should support other security protocols by default.   
Diet-ESP is described in the following internet drafts, which will be presented at IETF #96 (mid-July 2016):

 “Requirements for Diet-ESP the IPsec/ESP protocol for IoT”, https://tools.ietf.org/html/draft-mglt-6lo-diet-esp-requirements-02 
 “This document describes Diet-ESP which compresses fields of the

   Standard ESP.  The compression is defined by profiles based ROHC and

   ROHCoverIPsec as well as parameters mentioned in the Diet-ESP Context

   agreed between the two Diet-ESP peers for example using IKEv2

   [RFC7296]

”

“Diet-ESP: a flexible and compressed format for IPsec/ESP”, https://tools.ietf.org/id/draft-mglt-6lo-diet-esp-02.txt 

 “IPsec/ESP is used to secure end-to-end communications.  This document lists the requirements Diet-ESP should meet to design IPsec/ESP for IoT.

”
2 Conclusion

It is proposed that the normative phase of BEST should be modular in the way that basically any security protocol would be allowed to be used with the new key management solution of BEST. This should be allowed from the start, i.e. from the first release when BEST is specified in a normative specification. It is proposed to take this into account in the conclusions of the TR 33.863 and in the WID for BEST work.
Below in Annex is a summary of the Diet-ESP work for information to SA3.
3 Annex on Diet-ESP

3.1 Motivation for Diet-ESP

IPsec/ESP [RFC4303] represented in Figure 1, was designed to: 

1) provide a general purpose security protocol with high level of security, 

2) favor interoperability between implementations and 

3) scale on large infrastructures.

In order to match these goals, ESP format favors mandatory fields with fixed sizes that are designed considering extreme or worst case scenarios.  This results in a kind of "unique" packet format common to all considered scenarios using ESP.  On the other hand, ESP ends up carrying "unnecessary" or "larger than required" fields.  This cost of additional bytes was considered as negligible versus interoperability, making ESP very successful over the years.

With IoT, requirements become slightly different.  For most devices, like sensors, sending extra bytes directly impacts the battery and so the life time of the sensor.  As a result, IoT may look at reducing the number of bytes sent on the wire.
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+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ ----

|               Security Parameters Index (SPI)                 | ^Int.

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |Cov-

|                      Sequence Number                          | |ered

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ | ----

|                    Payload Data* (variable)                   | |   ^

~                                                               ~ |   |

|                                                               | |Conf.

+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |Cov-

|               |      Padding (0-255 bytes)                    | |ered*

+-+-+-+-+-+-+-+-+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |   |

|                               |  Pad Length    |  Next Header | v   v

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ ------

|         Integrity Check Value-ICV   (variable)                |

~                                                               ~

|                                                               |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Figure 1: ESP Packet Description

3.2 Diet-ESP overview

Diet-ESP designates the version of IPsec/ESP for IoT. Diet-ESP is described in [draft-mglt-6lo-diet-esp-02] and fulfils IoT requirements for IPsec/ESP described in [draft-mglt-6lo-esp-requirements].

Diet-ESP makes use of the popular framework ROHC [RFC5795] which enables compressions of packets. Diet-ESP describes how the standard ESP packet can be compressed based on existing compression frameworks. More specifically Diet-ESP is focused on compressing the following fields: Security Parameters Index (SPI), Sequence Number, Padding, Pad Length, Next Header. In other words, the Payload Data as well as the ICV are out of scope of Diet-ESP. The reason ICV is out of scope is that compressing the ICV would weaken the security agreed between the two peers. 

Diet-ESP is not the first protocol designed to compress ESP. Instead ROHC or 6LoWPAN [RFC4944] provides profiles and extensions that enables to compress the SPI and the Sequence Number. The main difference between 6LoWPAN and ROHC is that the 6LoWPAN header carries the compression information in the 6LoWPAN header, whereas ROHC uses a compression context agreed between the peers. As a result, the compression performed with ROHC is expected to be more efficient ones the context is build up. On the other hand, this is performed as the expense of a complexity of the compressor/decompressor and a high overhead of signaling messages to build the context. ROHCoverIPsec [RFC5856] has also been designed to compress the encrypted payload data, nevertheless, this mechanism needs a second IPsec stack in order to deal with the encryption. The main drawback of ROHC is that the compressor/decompressor is relatively complex and cannot be implemented on constraint devices.

However, none of these compression protocols have been addressing the compression of the Padding, Pad Length and Next Header fields. Diet-ESP considers the compression of these fields. Currently Diet-ESP compression is described through ROHC and ROHCoverIPsec profiles. In fact, the compression of the unencrypted SPI and SN can be performed on the outbound packet, and so are close to ROHC packet. On the other hand, the compression of the Padding, Pad Length and Next Header must be performed before the encryption and are so closer to ROHCoverIPsec profiles.  

IPsec/ESP requires an agreement between the two communicating nodes, at least to agree on the cryptographic material. Diet-ESP has been designed to take advantage of this negotiation to build the context for compressor and decompressor before the actual data transfer. By initializing the ROHC compressor and decompressor, the peers avoid a large complexity associated to the standard ROHC compressor and decompressor. The ROHC Initialization and Refresh (IR), or ROHC IR-DYN or ROHC Feedback packets are not considered with Diet-ESP. As a result, Diet-ESP defines its compressor / decompressor as a subset of the ROHC compressor / decompressor.

Diet-ESP is by nature very flexible, and allows the peers to agree on the compression to perform. The key advantage is that Diet-ESP remains compatible and interoperable with ESP as peers may agree that none of the fields can be compressed. On the other hand, Diet-ESP can also proceed to a maximal compression which would result in the packet showed in figure 2. Of course, maximal compression is not always possible and depends on the use case. 
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                Figure 2: Diet-ESP Packet Description Maximal compression

In any case, Diet-ESP results in a context that is associated to each Security Association. Diet-ESP will compress or build the packet according to this context. As the context is associated to a Security Association, it may differ from upload and download link. The ability to have these two different context is left to the negotiation protocol. 

