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Abstract of the contribution:
There are 6 potential authentication and authorization scenarios when a UE access into different slices. The next generation network and 5G UE shall suppor those scenarios for enabling diverse services in 5G network.
1. Discussion
In the section 6.1.1.2
 in TR 23.799-50, at the step2 and setp6a, it mentioned the authentication and authorization process: 
“The SSF determines which slice(s) the UE is selected by accessing the Subscriber Repository and performs an identity check to check whether the UE is authenticated and permitted to access the network.”
“The AU performs the authentication/ slice authorization procedure by checking the UE identity with the Subscriber Repository. The procedure determines whether the UE is authorized to access this slice.”  
The main process of attach procedure has to get the sucessful result of authentication/authorization, and then can go to next step, otherwise the attach produce will be aborted and all of the network resources which are allocated to the UE will be released.   
Considering diversified network slicing with different capabilities and demands, maybe some of the slices have dedicate authorization process and/or specific authentication process, but anothers don’t have. So it will present multiple authentication & authorization scenarios.  These scenarios should be taken into account during the protocol design of the the UE accessing into a network slicing. 
To support these scenarios should not affect the main procdure of UE access to slices, but the different deployment of authentication & authorization services will be reflected in the network side response to the UE during UE access to network slicing. For instance a UE will accept a response with message ‘slicing authentication failue’ if the UE can’t pass the dedicated authentication within the network slicing.
2. Proposal
It is proposed to add the following content to the section “5.8.3.3
Key Issue #8.3: Security on UEs’ access to slices

” of TR33.899.
* * * Start of changes * * * *

5.8.3.3
Key Issue #8.3: Security on UEs’ access to slices

5.8.3.3.1
Key issue details
TR 23.799 defines the procedure(s) for selection of a particular Network Slice for a UE (ref. [2] 6.1.2). To achieve network slicing function, the UE needs to be configured a multi-dimensional descriptor (e.g. application, service descriptor), and reports multi-dimensional descriptor to the network. Based on this multi-dimensional descriptor provided by the UE and on other information (e.g. subscription) available in the network, the relevant functions within a certain network slice can be selected. To ensure that slices can be selected and accessed correctly for UEs, how to protect security of the procedure(s) should be addressed. 

Editor’s Note: The selection procedure is still being studied in other working groups. The text above should be revised based on their progress

Besides the slice selection security assurance, it is expected that the Next Generation systems are able to provide access to services in different ways. A UE can simultaneously access multiple services delivered by different network slices. It can also access the services through different types of access networks, 3GPP and non-3GPP, trusted and less trusted. Furthermore, in the context of the IoT, it is expected that there will be a proliferation in the types and the number of connected devices (UEs) such sensors and smart wearables.

There are potentially several vulnerable links over which the access to the network slice and hence the service can take place.
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Figure 5.8.3.3-1: Access links in Next Generation systems

Solutions for this key issue should aim to be generic to the extent possible in order for the authorization mechanism to support such variety in access/device type and also to be future proof.

For the attach procedure of UEs’ access to network slicing, following scenarisos should be supported:
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Scenarios#1: The opereator holds the authentication server and authorization info which will be used during the process of UE access to a slice. After sucessfully authenticated by the network layer, the UE will be authroized by the slice, but the authorization request will be forwarded to the network, not within the slice.

Scenarios#2: The opereator holds the authentication server and the network slice holds the authorization info. After sucessfully authenticated by the network layer, the UE will be authroized by the slice via the authorization info within the slice.

Scenarios#3: The opereator holds the authentication server and the common authorization info, also the slice holds proprietary authorization info which will be used to check specific security policies after UE finish the authentication and authorization by network layer. 
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Scenarios#4: The opereator holds the authentication server and the slice holds the proprietary AAA and authorization info. After sucessfully authenticated by the network layer, the UE will be request to be authenticated by the AAA, and be authorized via authroization info.

Scenarios#5: The opereator holds the authentication server and the common authorization info, the slice holds the proprietary AAA and authorization info. After sucessfully authenticated and authorized by the network layer, the UE will be request to be authenticated by the AAA, and be authorized via authroization info.

Scenarios#6: Under the specific scenario the network will not do any authentication, it will forword the UE access request to the slice according to the multi-dimensional descriptor, and the slice will perform the authentication and authorization via the AAA and authorization info.   

The authorization info within the network layer will be used to determine whether a UE has the permission of access the slice. If there is no authorization info within the network layer, the UE’s request of access a slice will be forward to the slice according to the multi-dimensional descriptor, and the slice will be responsile for   determining whether the UE has the permission of access this slice.
5.8.3.3.2
Security threats 

Data(e.g. multi-dimensional descriptor or subscription) used for slice selection may be tampered or forged, which leads to an incorrect slice selection result so that UE cannot obtain service from a right slice or un-subscribed UE may be allocated to slices.

User’s privacy information (e.g. application or request service descriptor) used in this procedure may be intercepted or eavesdropped.

If UEs are not authenticated and authorized for their usage of a particular network slice, unauthorized UEs may get connected to the network slice and consume resources

If there is no proper authorization mechanism for service access, then this opens up for different types of attacks such as impersonation and denial of service. Impersonation attacks can lead to fraudulent charging and can potentially leak sensitive information on the victim UE. On a larger scale such as the massive IoT, efficient denial of service attacks could be mounted causing fast resource depletion and consequently loss of service, money and reputation.

If unprotected, an attacker eavesdropping on the access links can get hold of sensitive service or even access related information. In addition, a skilful attacker can hijack the ongoing session and inject his own data packets. The attacker can as well replay intercepted packets causing an unnecessary overload in the system that may affect availability and service quality.

5.8.3.3.3
Potential security requirements

-
The authentication mechanism is needed to guarantee the network slicing assigned to the appropriate subscriber. 

Editor’s Note: The text above needs to be reformulated as a requirement and the difference with the last requirement needs to be clarified. Otherwise it could be removed.

· The 3GPP System shall provide the capability to protect the authenticity, integrity and confidentiality of messages exchanged in the procedure of slice selection.

· There shall be means to prevent unauthorized UEs from gaining access to services.

· There shall be means to prevent authorized UEs from misusing their access rights.

-
There shall be means to authenticate UEs for access authorization.
-     The next generation network and 5G UE shall support following authentication and authorization scenarios:

       1) UE needs to be authenticated and authorized by the network layer.

       2) UE needs to be authenticated by the network layer, and authorized by network slicing.

       3) UE needs to be authenticated and authorized by the network layer, and also needs to be authorized by network slicing.

      4) UE needs to be authenticated by the network layer, also needs to be authenticated and authorized by network slicing.
      5) UE needs to be authenticated and authorized by the network layer, also needs to be authenticated and authorized by network slicing.
      6) UE needs to be authenticated and authorized by network slice without network layer authentication.

* * * End of Changes * * * 
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