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Abstract of the contribution:

This contribution proposes to resolve editor’s notes in Key Issue #2.1 Authentication framework according to SA1 “connection support by service provider” scenario in TR22.861.
Introduction

This contribution proposes to resolve editor’s notes in Key Issue #2.1 Authentication framework according to SA1 “connection support by service provider” scenario in TR22.861.

Discussion

As described in another contribution “Key Issue of Security for Service Provider Connection” in this SA3 meeting, next generation network will be designed to serve not only new functions for mobile handset, but also to connect industries (such as manufacturing and processing, intelligent transport, remote health care). Since next generation network is aimed at supporting new business models, such as “connection support by service provider” scenario in TR22.861, security needs to be taken in into account to enable the new business model. 
The following paragraphs are from the SA1’s TR.

TR22.861 v14.0.0
5.1.2.7Traffic scenario 7: connection support by service provider
Control of connectivity based on authorization by the content or service provider can serve various business models. A content or service provider may be willing to pay for the cost of any type of connectivity used for traffic delivery without requiring a user to use specific Apps. In one example, utility company may pay for the traffic generated for the smart meters installed in each house.
This traffic scenario can be further enhanced with out-of-the-box connectivity provision. For the device manufactures or the service providers with global presence, it is hard to know when and where their devices and services will eventually be deployed and activated. Consequently, the manufacturer and the providers will not be able to pre-provision the devices with PLMN specific and IoT service specific information. In this case, rather than requiring a user to manually provision the device, it would be better for the network to provide connectivity to the UE as long as the device manufacture or the service provider is willing to pay for the device. In fact, from a service user point of view, for a device bought at the local store, the device should be usable right away (i.e. out of the box) without any further user involvement for the connection management. 

When service provider pays for the connectivity service for the devices, it is necessary to prevent fraudulent use of the provided connectivity. For that, the network needs to filter out traffic other than for the intended service.

In the traditional mobile system, the authentication model evolves a subscriber (UE) and the operator network, so the authentication mechanism is established between the subscriber/UE and the operator network. This authentication model doesn’t wholly capture the evolved business and new services of next generation network. 
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Figure 2.1 Legacy two-party authentication model for 3G/4G
For next generation network, the business model may further include the network, service provider/ device manufacturer, user of the service, and device, according to the “connection support by service provider” scenario. It’s necessary to consider security and trust issues for these roles in the new business model: 

· The service and network need to trust each other, because for the next generation network, the service or the manufacture pays for the network connection.

· The service or the manufacture pays for the device in order to get network connectivity, so inorder to enable the service only pays for desirable devices using this service, the service needs to authorise device/user to get access to the network. 

· When service provider pays for the connectivity service for the devices, it is necessary to prevent fraudulent use of the provided connectivity, which means network access authentication and/or authorization is necessary.
· When the user buy a device in order to access to the service cennectivity, user should trust the device with it’s service information, and device should serve the user exclusively, so there should be mutual trust between user and device (e.g. passcode). 
PCR

**************Start of the first change********************

5.2.3.1
 Key Issue #2.1 Authentication framework

5.2.3.1.1
Key issue details

The next generation system is expected to accommodate various services defined in the 3GPP TRs 22.861, 22.891, 22.862. 22.863. In order to guarantee better support operator or 3rd party services, the 3GPP network should support a flexible authentication framework for network and service access.

The purpose of this key issue is to identify how the authentication framework could efficiently and adequately support different kinds of scenarios and applications.

This key issue would address the following general aspects:

-
establishment of mutual trust and security between 3GPP network operator and a 3rd party service



-
provide the authentication capability of the network to operator and 3rd party services 


Since NexGen network is supposed to meet different service requirements such as broadband access, massive IoT, mission critical tasks, an authentication framework is highly desired to satisfy different authentication requirements in a fine-grained manner. 

Editor's Note: It should be considered moving the text starting with " A solution for key issue 12 ..." and ending with "... next generation systems will be an overlay system " to a solution section. But the criteria "security, transport, efficiency, handovers and idle mode mobility within 5G and with other RATs, possibility of enhancements and 3GPP control, backward compatibility to LTE" should be kept in the present section.

A solution for key issue 12 in TR 23.799 states the following principle: "Support authentication of UE connecting to the 5G NextGen CN via different access network, including 3GPP technologies, non-3GPP wireless technologies, fixed broadband access, secure and unsecure Non-3GPP accesses." This solution in TR 23.799 further states the need to consider "The support of a variety of authentication mechanisms (e.g. 3GPP-specific authentication mechanisms, generic EAP mechanisms, AN-specific mechanisms for non-3GPP accesses), applicable to the different access technology and to different deployment scenarios.". 

In addition, TR 22.864 has these two requirements to support access through different access networks: 

"The 3GPP network shall be able to integrate fixed and wireless access management and provide an efficient provision of services over 3GPP and non-3GPP accesses."

"The 5G system shall be able to support:

-
Authentication to access 5 G network through a non-3GPP access using 3GPP credentials."

The present key issue is assumed to start from the observations in TR 23.799 and TR 22.864. But it is meant to go further in defining methods how this support for a variety of access networks and authentication mechanisms can be achieved. 

Editor's Note: It is ffs whether the support for EAP methods is needed in the present key issue. EAP transport is provided over a variety of access network types, e.g. WLAN, Ethernet, and WiMAX. EAP transport is currently not defined for 3GPP-access networks, but no obstacle is seen for this in principle. Therefore, the support for EAP authentication methods may be beneficial for achieving access independence. 

EAP-AKA and EAP-AKA' methods are used for non-3GPP access to the EPC. These EAP methods are likely candidates for authentication over non-3GPP access in 5G. 

It is for further study in SA1, SA2, and SA3 whether authentication not based on USIM credentials should be allowed over 3GPP-defined access networks. 

For 3GPP-defined access networks, and 5G access in particular, EAP-AKA' and EPS AKA are the obvious candidate authentication protocols. EPS AKA was enhanced from UMTS AKA to also provide serving network authentication; similarly, EAP-AKA' was enhanced from EAP-AKA to also provide access network authentication. They need to be carefully considered under the following aspects:

NOTE: 
The issue of EAP vs native AKA has already been discussed for EPS in Rel-8, cf. TR 33.821, clause 7.2.2. This does not imply, of course, that the outcome of this discussion should be the same for 5G. Note also that the independence of the authentication framework from the access network was already required for EPS in Rel-8, cf. TR 23.882, clause 5, bullet 19.

•
Security: 

o
No attacks on EAP-AKA' nor on EPS AKA are known that would speak against the use of these protocols in 5G.

o
EAP-AKA' offers some additional security compared to EPS AKA in that it provides proof to the home network that the subscriber was actually present in the authentication whereas in EPS AKA the home network has to trust the visited network in this respect. However, this proof provided by EAP-AKA' cannot guarantee the subscriber's continued involvement in any communication following the completion of the authentication procedure. The relevance of this security property for 5G is ffs. 

•
Transport: 

o
It should be confirmed by SA2 and CT1 that carrying EPS AKA or any EAP method over a common transport is desirable and feasible.

•
Efficiency: 

o
The EAP framework mandates an EAP-method-independent identity exchange initiated by the authenticator and has an optional EAP-method-specific identity exchange initiated by the EAP server. These exchanges introduce additional roundtrips and conflict with the 5G objective of increased efficiency of security procedures. It should therefore be studied whether the required identity information can be obtained by other means, e.g. by including it in the Attach request. 

o
EAP-AKA' has one additional roundtrip between visited network and home network compared to EPS AKA. It should be studied whether this additional roundtrip is acceptable or could be avoided/minimized by other means. 

o
EAP methods require the AAA server to be stateful, as opposed to a stateless HSS in the case of EPS AKA. It should be studied how important this observation is for 5G. 

•
Handovers and idle mode mobility within 5G and with other RATs

o
It should be studied whether there are any advantages associated with the use of either EAP-AKA' or EPS AKA in this respect. 

•
Possibility of enhancements and 3GPP control: 

o
It should be also borne in mind that EPS AKA is under complete control of 3GPP, which may facilitate future enhancements if needed. On the other hand, EAP methods are under the control of the IETF, and the IETF WG "EAP Method Update" has the status "concluded". 

•
Backward compatibility to LTE: 

o
For services like wireless broadband access and VoLTE, AKA has been proved to be an applicable way for authentication and key distribution and negotiation. It may be necessary to reuse the mechanism since it’s widely supported in core network, terminal and proved to be effective in previous communication systems. If EPS authentication is not supported, users who are only allowed to access a fully next generation network and may not be able to roam back to an LTE network or may not be able to access the next generation network that is tunnelled via LTE network. It is expected that the initial deployments of next generation systems will be an overlay system.

**************End of the first change********************
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