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1 Introduction


IoT device manufacturers may not know where their IoT devices will eventually be deployed and activated. Hence, the IoT devices could not be preconfigured with operator specific credentials. The related scenarios described in TR22.891 and TR22.861 as follows:

TR22.891 Clause 5.21.1:

IoT device manufacturers may not know where their devices will eventually be deployed and activated.  Consequently, the manufacturer will not be able to pre-provision the devices with PLMN specific and IoT service specific information. The manufacturer will need to know the device is intended for use with 3GPP technology and as such will include a mechanism (e.g., certificate) to securely establish an association with a 3GPP network when the device is activated by an end user.
At the initial access attempt, the device will use the factory installed certificate to establish a subscription with the PLMN. Remote provisioning may then be used to complete device configuration.
TR22.861 Clause 5.1.2.3:

In the future it is expected that devices sold outside operators’ channels will likely not be preconfigured with operator-specific subscription credentials. In the following traffic scenario an end user buys a 3GPP enabled smart band or other device, which has not been preconfigured for any operator. 

Having obtained a subscription (for the device), when the device tries to connect to the 3GPP network there shall be a mechanism to get to the device appropriate subscription credentials over the 3GPP network so that the device is used in its intended way.
That’s why we have the requirement in SA3 as follows:
-
The 3GPP System shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned, with its 3GPP subscription credentials.
It is proposed that IoT device which has not been provisioned with a 3GPP subscription credentials could access to the 3GPP netwok to get its 3GPP subscription credentials. 

However, getting access to the 3GPP network the IoT device needs to have some credentials to perform authentication. This means that the IoT device needs to be pre-configured with some credentials. Otherwise, security protection is not possible.
Embedded UICCs (i.e. eUICC) allow for remote provisioning of operator specific credentials which has been specified by GSMA RSP [x1, x2], and each eUICC has its own credentials, i.e. eUICC certificate chain including a eUICC certificate (i.e. Cert_eUICC) applied from its eUICC manufacturer (EUM) and the EUM certificate (i.e. Cert_EUM) applied from GSMA CI. The current 3GPP Core Network also supports PKI based mechanism, e.g. IPSec and automated certificate enrolment mechanism for eNB, each operator has its own CA to issue certificate to its related network entity. 
Therefore, as operator CA and GSMA CI trust each other based on cross-certification, IoT device equipped with eUICC can reuse the eUICC credentials (i.e. eUICC certificate chain) to initiate a special attach to 3GPP network.
As eUICC credentials that will allow the device to securely access to 3GPP network and then download its 3GPP subscription credentials, but the specific type of credentials only dedicated for the purpose of remote provisioning.
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
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-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[x1]
GSMA RSP Technical Specification SGP.02
[x2]
GSMA RSP Technical Specification SGP.22
[x3]
GSMA RSP Technical Specification SGP.21
[x4]
GSMA eUICC PKI Certificate Policy 
[x5]
3GPP TS33.310: " Technical Specification Group Services and System Aspects; Network Domain Security (NDS); Authentication Framework (AF)".
[x6]
3GPP TS33.401: " Technical Specification Group Services and System Aspects; 3GPP System Architeture Evolution (SAE); Security architecture".
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

eUICC Identifier(eUICC_ID): The identifier that uniquely characterises a eUICC.
5.12.4
Solutions

5.12.4.z
Solution #12.x: Secure Mechanism to Achieve Remote Credentail Provisioning for IoT devices
5.12.4.z.1
Introduction  

This solution addresses key issue #12.2.
For UE (e.g. IoT device) equipped with Embedded UICCs (i.e. eUICC), it can initiate an attach to 3GPP network without its 3GPP subscription credentials using eUICC credentials i.e. eUICC certificate chain including eUICC certificate socalled Cert_eUICC and the eUICC manufacturer (EUM) certificate socalled Cert_EUM. It allows the UE to securely access a 3GPP network only dedicated for the purpose of remote provisioning. The detailed procedure is illustrated in Figure 5.12.4.z.2-1.
5.12.4.z.2
Solution details  
1. UE sends Attach Request (Attach type, RANDUE, Cert_eUICC, UE_Signature1) to CP-AU (i.e. Core Network Authentication function), in which the Attach type indicates UE accesss to the network without its 3GPP subscription credentials, Cert_eUICC is the certificate of the eUICC, and UE_Signature1 is generated by UE based on RANDUE and eUICC_ID.
NOTE 1: When ME cannot find any 3GPP subscription credentials (e.g. USIM or GSM applications) available, ME sends request to initate eUICC to generate a random number RANDUE and a signature UE_Signature1 across RANDUE and eUICC_ID i.e. EID [x2, x3] that is the eUICC identifier. Then, eUICC sends response including RANDUE, Cert_eUICC, and UE_Signature1 to ME.
2. Upon receiving the Attach Request, CP-AU verifies the UE_Signature1 using the public key included in Cert_eUICC. If the verifications succeed, CP-AU continues the procedure, otherwise, it is aborted by CP-AU. In term of the received Attach type, CP-AU generates a random number RANDAU, a Diffie-Hellman key pair (private key SK_AU and corresponding public key PK_AU), and futher generates its signature AU_Signature across RANDUE, RANDAU, and PK_AU.
NOTE 2:
CP-AU carries out SignatureUE verification to ensure the integrity of received message. In addition, Elliptic Curve Diffie Hellman would be a suitable key exchange algorithm.
NOTE 3: CP-AU could execute the certification revocation checking e.g. using CRL [x4, x6].
3. CP-AU sends User Authentication request (Cert_AU, AU_Signature, PK_AU, RANDAU, RANDUE) to UE, in which Cert_AU is the certificate of CP-AU.
NOTE 4: CP-AU applies its certificate Cert_AU from the CA held by the operator it belongs to. 
4. After receiving the User authentication request, UE verifies Cert_AU and AU_Signature. If the verifications succeed, the network is authenticated by UE. Then, UE generates its Diffie-Hellman key pair (private key SK_UE and corresponding public key PK_UE) and uses the received PK_AU and its private key SK_UE to generate the session key Ksession which is used derive the related keys to protect the NAS and AS confidentiality and integrity. UE further generates UE_Signature2 accorss RANDAU and PK_UE.
NOTE 5: eUICC in the UE applies the Cert_eUICC from GSMA CI [x3] which is different CA between CP-AU belongs to. Therefore, UE and CP-AU shall carry out cross-certification [x5] to perform mutual authentication.
5. UE sends User authentication response (Cert_EUM, Cert_eUICC, UE_Signature2, PK_UE, RANDAU) to CP-AU.
6. Upon receving User authentication response, CP-AU verifies Cert_EUM, Cert_eUICC and UE_Signature2. If the verifications succeed, UE is authenticated by network. Then CP-AU uses the received PK_UE and its private key SK_AU to generate Ksession which is used to derive the related keys to protect the CP and UP confidentiality and integrity, e.g. NAS and AS confidentiality and integrity.
7. CP-AU initiates related entities (e.g. UE, AN, and CP-CN) to establish CP and AN Security Context, e.g. NAS and AS confidentiality and integrity protection.
8. A PDU session is establised following the attach procedure.
9. After the PDU session establish successfully, the UE established HTTPS connection with the subscription preparation server to download the 3GPP subscription credentials of the attached PLMN. 

NOTE 6: UE downloads 3GPP subscription credentials from the subscription preparation server (i.e. Subscription Manager Data Preparation+ (SM-DP+) defined by GSMA), the detailed authentication and profile download and installation procedures refer to GSMA RSP specification [x1, x2].
NOTE 7: The UE attaches to the PLMN network which the 3GPP subscription credentials to be downloaded belongs to. In this case the network should restrict the UE only to download the 3GPP subscription credentials using the connection established by a PDU session (e.g. a special DN name or APN), and the detailed procedure is addressed in SA2.
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Figure 5.12.4.z.2-1: Secure Mechanism of Remote Credential Provisioning for IoT devices
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