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Abstract of the contribution: This contribution proposes a solution for key issue #3.4 security context sharing of TR 33.899.
1. Introduction

This pseudo-CR proposes a solution for key issue #3.4 security context sharing of TR 33.899 [1]

2. Analysis
In the key issue #3.4 security context sharing, the following requirement is captured:

-
To optimize the security association establishment procedure with authentication framework, security context information sharing mechanism for same UE among different access technologies should be studied.  Keys used in different access technologies shall be cryptographically separated and bound to the access, e.g. by suitable key derivation

During the development of LTE EPC (Evolved Packet Core) in 3GPP, Interworking (Rel-9)/Aggregation (Rel-12/13) approaches were adopted for its coexistence with Non-3GPP system, e.g., WLAN. However, these approaches resulted in the Core Network complexity and latency for the entities of both systems. For example, in LTE system, the use of Non-3GPP connection e.g., WLAN access in addition to 3GPP connection, requires that the UE should perform full procedure of access authentication toward the WLAN access, although the UE is already authenticated toward the 3GPP Core Network. 
To avoid the redundant procedure and resulting signaling overload (and latency) to support multiple RAT connectivity, a new security function or entity could be considered. In Figure 1, “Function/Entity X” represents a new security function or entity (node) that stores the access independent security context for the authenticated UE and hastens the security association when the UE either moves to the non-3GPP access or simultaneously connects to the non-3GPP access. It is premature to identify the suitable location of such function/entity in the Next Generation Systems, but it could be somewhere between core network entities (e.g., MME/AAA in LTE) and the access network (e.g., eNB/AP in LTE), or inside access network (e.g. if there is a node controlling multiple eNBs in LTE).
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Figure 1: New security function for efficient security support for multi-RAT connectivity
This approach has the additional advantage of improving security, compared to the direct delivery of “access independent security context” from the source AN to the target AN for inter-AN mobility, suggested by SA2 in TR 23.799 [2], clause 6.12.1.1.2 Authentication and Key Agreement (in this method, if one of AN or communication channel between ANs is not secure, the security context can be misused):

	6.12.1.1.2
Authentication and Key Agreement

The functional allocation for authentication and key agreement is as follows:
…

-
The CP-AN receives the access independent security context for the UE and generates and maintains the access network specific UE AN Security Context (e.g. for ciphering and integrity protection) based on the AN Security Context provided by the CP-AU. This includes deriving, in the AN, keying material  for use with that access technology.
-
in case of inter-AN mobility, the source AN may transfer to the target AN the access independent security context received from the CP-AU. Then the target AN derives the access dependent AN Security Context specific to the target AN. As an alternative, the source AN or the target AN may trigger the CP-AU to deliver the access independent security context to the target AN, which in turn derives the access dependent AN Security Context for the UE.


3. References
[1] 3GPP TR 33.899 v0.3.0, “Study on the Security Aspects of the Next Generation System”
[2] 3GPP TR 23.799 v0.5.0, “Study on Architecture for Next Generation System”
4. Proposal
In line with the discussion described in the previous section, it is proposed to introduce the following changes to [1].
*** Start of First Change *** 
5.3
Security area #3: Security context and key management 

5.3.4
Solutions
5.3.4.x
Solution #3.x: New function or entity for security context sharing

5.3.4.x.1
Introduction

This solution addresses key issue #3.4 Security context sharing.

5.3.4.x.2
Solution details  
During the development of LTE EPC (Evolved Packet Core) in 3GPP, Interworking (Rel-9)/Aggregation (Rel-12/13) approaches were adopted for its coexistence with Non-3GPP system, e.g., WLAN. However, these approaches resulted in the Core Network complexity and latency for the entities of both systems. For example, in LTE system, the use of Non-3GPP connection e.g., WLAN access in addition to 3GPP connection, requires that the UE should perform full procedure of access authentication toward the WLAN access, although the UE is already authenticated toward the 3GPP Core Network. 
To avoid the redundant procedure and resulting signaling overload (and latency) to support multiple RAT connectivity, a new security function or entity could be considered. In Figure 5.3.4.x.2.1, “Function/Entity X” represents a new security function or entity (node) that stores the access independent security context for the authenticated UE and hastens the security association when the UE either moves to the non-3GPP access or simultaneously connects to the non-3GPP access. It is premature to identify the suitable location of such function/entity in the Next Generation Systems, but it could be somewhere between core network entities (e.g., MME/AAA in LTE) and the access network (e.g., eNB/AP in LTE), or inside access network (e.g. if there is a node controlling multiple eNBs in LTE).
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Figure 5.3.4.x.2.1: New security function for efficient security support for multi-RAT connectivity
To integrate the proposed function or entity into the security context update for inter-AN mobility, the following procedure is performed:

1. UE attaches to the Next Generation core network via CP-AN1 (e.g., new RAT)

2. UE and CP-AU perform mutual authentication.

3. Function X (or entity X) receives the access independent security context for the authenticated UE and securely maintains the context for later use. The Function X (or Entity X) sends the access independent security context to CP-AN1.

4. The CP-AN1 receives the access independent security context for the UE, and generates the access network specific UE AN Security Context.

5. UE tries to perform Handover to CP-AN2 or add simultaneous connection toward CP-AN2. CP-AN1 notifies this attempt to Function (or Entity X).

6. The Function (or Entity X) sends the access independent security context to CP-AN2.

7. The CP-AN2 receives the access independent security context for the UE and generates and maintains the access network specific UE AN Security Context. 
5.3.4.1.3
Evaluation 
TBD

*** End of First Change ***
