

3GPP TSG SA WG3 (Security) Meeting #84
S3-160991
25-29 Jul 2016; Chennai (India)



Source:
Nokia
Title:
pCR to TR 33.899: Security aspects of Connectionless RAN-Core Interface
Document for:
Approval
Agenda Item:
8.9 Study on Architecture and Security for Next Generation System (FS_NSA)
Work Item / Release:
Release 14
Abstract of the contribution: SA2 TR 23.799 clause 6.4.8 discusses Connectionless RAN-Core interface to address the massive IoT use case that may send sporadic small amounts of data. In such cases, the RAN-Core interface works in Connectionless (CL) mode for UP (User Plane) delivery: once the PDU session has been set-up, in order for the UE to be able to send or to receive data no connection dedicated with an UE needs to be set-up. This contribution adds a key issue in SA TR33.899 for Connectionless mode.
1. Introduction

This pseudo-CR applies to TR 33.899 the study on security aspects for 5G.
SA1 SMARTER TR 22.891 clause 5.40 describes Devices with variable data.

“ Specifically, to support short data bursts, the network will need the ability to operate in a connectionless mode where there is no need to establish and teardown connections when small amounts of data need to be sent. The system will therefore accept data transmission without a lengthy and signalling intensive bearer establishment and authentication procedure. The system will, as a result, avoid both a negative impact to battery life for the device and using more signalling resources than actual data transport resources.

The same device will need to establish a connection when it needs to transmit a large amount of data (e.g., video). “

Service requirements includes: 
“The 3GPP System shall be efficient and flexible for both low throughput short data bursts and high throughput data transmissions (e.g., streaming video) from the same device.

The 3GPP system shall support efficient signalling mechanisms (e.g., signalling is less than payload).

The 3GPP system shall reduce signalling overhead for security needed for short data burst transmission, without reducing the security protection provided by 4G 3GPP Systems.”
In SA2 TR 23.799, clause 6.4.8 discusses Connectionless RAN-Core interface to support IoT devices which sends varying amount of data and such devices may need to avoid the overhead of bearer establishment and authentication every time small amounts of data is sent.
In the SA3 TR it proposed to study and capture the security aspects of this connectionless mode of access.

********************* Start of text proposal ********************
5.x Security area #x: Connectionless RAN–Core network interface.
5.x.1 Introduction
To address massive number of  IoT UEs that usually send small amounts of data sporadically and also moves around, Connection Less RAN-Core interface has been introduced in SA2 TR 23.799 in clause 6.4.8. In this case the UE sends data to the NextGen Core via a user plane path without requiring more signalling to set up and tear down dedicated bearers. No additional signalling to the network (RAN and Core) is required than the amount of user data to be transferred.

Once the PDU session for the UE has been set-up, in order for the UE to be able to send or receive data no dedicated connection for the UE needs to be setup on the RAN-Core interfaces NG2 or NG3. The RAN-Core interface works in ConnectionLess (CL) mode for UP (User Plane) delivery.
5.x.2
Security Assumptions
The UE gets authenticated and Attaches to the network.  Based on the service required, UE sets up PDU sessions to use ConnectionLess mode on the RAN-Core interface.
· UE has a session and security context established, control plane context in the Controller and user plane context in User Plane Gateway.
· UE may or may not have AS context established in the RAN, AS context is not used to access ConnectionLess interface.

· Since there is no dedicated signalling exchange specific to the UE between the RAN and the Core, there is no UE specific security in the RAN. The security and header decompression of the user plane packets are handled in the NextGen Core (in the UPGW part of the NextGen Core). Security algorithms, Compression algorithms etc are negotiated between the UE and the CN during the PDU Session set up. Security keys are derived are also derived at the UE and CN during the session set up. 
The MM procedures (e.g. ATTACH, authentication,  Tracking Area Update ,etc) are independent from whether the UE will activate a PDU session used in ConnectionLess (CL) mode on the interface between RAN and Core. 

· When the UE is already attached to the network and has established a PDU session, to send UL data.

· There is no NG2 signalling exchange dedicated to the UE between the RAN and the Core.

· There is no NG3 data plane connection dedicated to the UE between the RAN and the Core 

5.x.3
Key Issues

5.x.3.1
Key Issue #x.1: Access security for Connectionless RAN-Core interface
5.x.3.1.1
Key issue details
Since there are no specific signaling needed to access these bearers, eNB Access Stratum radio bearers for the connectionless access need to be secured or restricted. Since the service is for sporadic bursts of small data, UEs should be prevented from accessing connectionless interface for other services.
5.x.3.1.2
Security threats 
If the eNB access is not secured, there could b attacks on the 5G network in general and the connectionless access interface in particular. Hacking in to 5G network using connectionless access is potential threat to be avoided.
5.x.3.1.3

Potential security requirements
eNB access for sending data on the connectionless interface needs to be protected to prevent un authorized UEs accessing connectionless data or hacking in to network.
5.x.3.2
Key Issue #x.2: Security for data over connection less interface.
5.x.3.2.1
Key issue details
Data sent over the connectionless interface need be protected for privacy and integrity. It should be possible to encrypt the data and prevent any manipulation of data.
5.x.3.2.2


Security threats 
Without security, data sent over the connectionless interface may have no privacy.

Without security data sent over the connectionless interface could be manipulated.
5.x.3.2.3
Potential security requirements
It should be possible to encrypt and or integrity protect the data sent over the connectionless interface, with minimum over head.
5.x.3.3
Key Issue #x.3: Restricting connectionless resource utilization 
5.x.3.3.1
Key issue details
Since the Connectionless interface is for transmitting small data packets in frequently, and there is no dedicated signaling to setup radio bearers, UEs may repeatedly access the connectionless channel and keep sending data hogging the resources and creating DOS attacks.
5.x.3.3.2


Security threats 
UEs constantly sending data packets over the connectionless interface may cause DOS attacks.
5.x.3.3.3
Potential security requirements
UEs accessing connectionless interface need to be restricted for their frequency of access as well as amount of data ( packet size)  send on the interface. UEs sending data more than the size of allowed packet size need to be signaled to be in connected mode. UEs sending data more frequently than allowed frequency of transmission need to signaled to be in connected mode. 
5.x.3.4
Key Issue #x.4: Connectionless context retention 
5.x.3.4.1
Key issue details
Since the Connectionless interface is for transmitting small data packets in frequently, the UEs may stay in Idle/power saving  mode for a long time without any activity. Authenticating UEs at every transmission occasion may consume power and drain the battery, hence this need to be avoided too. 
5.x.3.4.2


Security threats 
UE and the UPGW need to keep the connectionless security context for a long time. If security context is leaked, the session could be hijacked.
5.x.3.4.3
Potential security requirements
UE and UPGW need to keep the security context active for a long duration of time securely. The duration of context retention should be known to both UE and the UPGW.

It should be possible for the network to challenge and verify the UE periodically and r-eauthenticate the UE for connectionless service. 
5.x.4
Solutions
TBD
5.x.5
Conclusions 
TBD
**************** End of text proposal *************************
3GPP


