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Abstract of the contribution: This contribution analyses aspects of disabling PDCP ciphering for LWA bearers as requested by RAN2 in LS S3-160913 (R2-164557).
Introduction

In Rel-13 LWA, 33.401 mandates that the WLAN communication established between the WLAN AP and the UE shall be protected using the IEEE 802.11 security mechanisms.  This includes both UE authentication and the WLAN radio link encryption. But between the UE and the eNB, there is encryption for the same bearers at the PDCP layer. This means double ciphering for LWA bearers served over WLAN both at the UE and eNB. 

Among the targets of Rel-14, the support for high data rate WLAN technologies is agreed. To meet that goal, RAN2 proposes to reduce the PDCP ciphering processing load and help the UE sustain such high data by avoiding the double ciphering for LWA bearers. 

RAN2 in their LS LS S3-160913 has asked SA3 “RAN2 have discussed various user plane optimizations to reduce the PDCP processing load to help the UE sustain such high data. One of the proposed solutions is to not use PDCP ciphering for PDUs belonging to LWA bearer sent over WLAN, which means the traffic would only be ciphered via the WLAN security. 

Therefore, RAN2 would like to ask SA3 the following questions:

1) Are there any security issues if PDCP ciphering is not used for high data rate traffic sent over WLAN for an LWA bearer in downlink direction?

2) In addition, do SA3 see any issue with not using PDCP ciphering in the context of mobility, in particular, would this impact previous SA3 decision (as discussed in S3-160725).”

As it is noted in the LS and also mentioned in S3-160511 in SA3#83, currently there is double ciphering for LWA bearers going over WLAN path. For different reasons it is beneficial for both the UE and the eNB, if this is avoided. 

For question 1) on not using PDCP ciphering on LWA bearers in the DL direction, technically it is possible, not to use PDCP ciphering if there is adequate ciphering on the WLAN path. Since the LWA bearer is an LTE bearer, the eNB has to assure same level of security for the LWA berarer irrespective over which link (LTE or WLAN) the bearer is served. This brings up two issues,

a) How would the eNB know and ensure that there is adequate and equivalent security (to LTE) is available on WLAN path?

b) How would the eNB turn off PDCP ciphering when it activates LWA and if it decides so? Currently the ciphering and the algorithms are negotiated and agreed right at the beginning when the UE attaches to the eNB via the Security Mode Command. This negotiation is common for all bearers and all bearers encrypt based on this choice.
 2. Discussion

2.1 Trust of WLAN to ensure adequate security on WLAN path

Since eNB has the responbility to provide equivalent security on LTE and LWA bearers, PDCP ciphering can be disbaled only if the eNB can reliably know the encryption provided on WLAN.

Currently 33.402 clause 4.2 has definition of trusted non-3GPP access and 4.3 has definition of untrusted 3GPP access. Clause 6.1 has the procedure for how the UE gets the operator policy. According to 6.1. “The non-3GPP access networks, which are trusted, can be pre-configured in the UE. The UE can e.g. have a list with non-3GPP access technologies, or access networks, or serving network operators that allow procedures for trusted non-3GPP IP access. Additionally, during 3GPP-based access authentication the UE may receive an indication whether the non-3GPP IP access is trusted or not.  If such an indication is sent it shall be sent by the 3GPP AAA server as part of an EAP-AKA or EAP-AKA' request. If no such indication is received by the UE, and there is no pre-configured information in the UE, the UE shall consider the non-3GPP IP access as untrusted “
So trusted access is often assumed to be over an operator owned WLAN infrastructure with operator controlled policies for,
· 802.1x-based authentication which in turn also requires encryption of the RAN

· 3GPP-based network access using EAP method for authentication

So it is possible that the same pre-configured list is provided to the eNB also and the eNB can use this information as the WLAN is trusted or untrusted and to determine whether is adequate security for LWA bearers. 

If the eNB doesn’t have such a pre-configured list of such trusted WLAN configurations under its coverage, it is possible to query the WT for additional information about the WLAN/AP reported by the UE, by defining additional signalling between UE and the WT.
Based on this information, it is possible for eNB to turn off PDCP encryption if required.

2.2 Protection on Xw-U Interface

Current requirement on Xw in 33.401 interface is that “2)
Xw interface: Control plane (Xw-C) and User plane (Xw-U) need to be integrity protected. User plane (Xw-U) encryption between eNB and WT may NOT be needed since PDCP packets are already encrypted.  “ 

If PDCP encryption is disbaled, Xw-U encryption is absolutely needed for protection between eNB and WT.
2.3 Selective diabling of PDCP ciphering for LWA bearers on WLAN path

Current security negotiation between the UE and the eNB is at the beginning of the session via the Security mode command, common for all bearers. Disbaling PDCP encryption means, to set NULL encryption (EEA0) as the algorithm for a selected bearer, ie the bearer(s) which is served over WLAN.
· We possibly don’t want to change the common algorithm negotiation for all bearers, since this PDCP encryption disabling is needed only for LWA.

· To introduce a per radio bearer algorithm negotiation would require too many changes and signalling.

A possible way looks to be an indication to disable PDCP ciphering from eNB to UE when LWA bearers are established. In the RRC message for bearer establishment, an algorithm parameter can indicate EEA0 for NULL encryption. The UE would need to set EEA0 for only the indicated LWA bearer id and will continue to apply the chosen algorithm for the regular LTE bearers.
2.4 PDCP Encryption during Mobility

2nd question in the LS refers to the impact on PDCP encryption during mobility. In general the trusted WLAN principle should apply. During the handover signalling, the target eNB receives the LWA bearer information of the UE along with the WT/WLAN information. If the target eNB trusts the WT/WLAN then it can disable PDCP encryption when the LWA bearers are created, provided it has a protected Xw interface with the WT. 
3. Conclusion

Possible answers to RAN2 questions,

1) Are there any security issues if PDCP ciphering is not used for high data rate traffic sent over WLAN for an LWA bearer in downlink direction?
Answer: It is possible to optionally disable PDCP encryption for LWA bearers that are mapped only on the WLAN path, using principles of trusted and untrusted WLAN as defined in TS 33.402. Such operator configuration information may be made available to the eNB via OAM means or signalling with the WT. But the decision to disable PDCP ciphering shall always be controlled by the eNB.
The Xw-U interface between eNB and the WT needs to be encrypted to protect privacy of data.
To maintain compatibility with current security negotiation scheme, it is preferred that the current security mode command frame work is not altered. To disable PDCP encryption, a scheme with minimum changes may be adopted. Such as eNB indicates the choice of NULL encryption by including an algorithm choice parameter (EEA0) for the LWA bearer id, in the RRC message for the LWA bearer establishment.
2) In addition, do SA3 see any issue with not using PDCP ciphering in the context of mobility, in particular, would this impact previous SA3 decision (as discussed in S3-160725).
Mobility does impact PDCP ciphering in the case of LWA. During the handover signalling, the target eNB receives the LWA bearer information of the UE along with the WT/WLAN information. If the target eNB trusts the WT/WLAN then it can continue to disable (or disable) PDCP encryption when the LWA bearers are created, provided the target eNB has a protected Xw interface with the WT. If the target eNB doesn’t trust the WT/WLAN it shall not disable PDCP ciphering.
