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This PCR provides new definition for Section 3.1
1. Introduction
SA1 agreed on the following definition for the term Device in its TR 22.861-e00:

Device: An entity that is identifiable in the 3GPP network and that is capable of communicating with wired and/or a wireless connection, using

· direct device connection, and/or 

· direct 3GPP connection, and/or

· indirect 3GPP connection.

NOTE: 
A UE is a particular type of Device, containing the UICC domain and the ME Domain.
The goal of this PCR is to provide new definition for Device in Section 3.1 of TR 33.899.
2. PCR
****************** Begin Change *******************

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.
Editor’s note: Assumptions related to the ownership and control of alternative 3GPP subscriber credentials and alternative subscriber credentials needs to be clarified. See related aspects that are FFS on alternative credentials on key issue "Authentication identifiers and credentials".
3GPP subscriber credential: a subscriber credential that has a 3GPP subscriber identifier, and a key (i.e. an existing 3GPP key or alternative key). 

3GPP subscriber identifier: a subscriber identifier that is routable to the home 3GPP network if the UE is roaming; example of such identifier could be e.g. "MCC.MNC.sensor12345@factory.com" (cf. IMSI). 

Alternative 3GPP subscriber credential: a 3GPP subscriber credential that has a 3GPP subscriber identifier and alternative key.

Alternative subscriber credential: a subscriber credential that has non-3GPP subscriber identifier and an alternative key. 

Anonymity: The condition when personally identifiable information (PII) is irreversibly altered in such a way that personal information can no longer be identified directly or indirectly.

Confidentiality: The property that data is not disclosed to system entities unless they have been authorized to know the data.
Device: An entity that is identifiable in the 3GPP network and that is capable of communicating with a wired and/or a wireless connection, using direct device connection, and/or direct 3GPP connection, and/or indirect 3GPP connection.

NOTE: 
A UE is a particular type of Device, containing the UICC domain and the ME Domain.
Device Identifier: The identifier that uniquely characterises a device used to access the 3GPP system (e.g. IMEI and MAC address).

Existing 3GPP subscriber credential: a 3GPP subscriber credential that has 3GPP subscriber identifier and an existing 3GPP key. 

Identifier (ID): The data object that definitively represents a specific identity of an entity, distinguishing that identity from all others.
Identity: The collective aspect of a set of attribute values (i.e., a set of characteristics) by which a user is recognizable or known.

Inside attack: The attack that is initiated by an authorized or legitimate user of the system, e.g. an employee or third-party personnel.

Non-3GPP subscriber credential: a subscriber credential that has a non-3GPP subscriber identifier and a key (i.e. alternative key). 
Non-3GPP subscriber identifier: a subscriber identifier that is not routable to the home 3GPP network, and cannot be used for roaming; example of such identifier could be e.g. "sensor12345@factory.com"  

Outside attack: The attack that is initiated by an unauthorized or illegitimate user of the system. 
Personally identifiable information (PII): Any information that (a) can be used to identify a subscriber to whom such information relates, or (b) is or might be directly or indirectly linked to a subscriber.

Privacy: The right to the protection to any information that (a) can be used to identify a subscriber to whom such information relates, or (b) is or might be directly or indirectly linked to a subscriber.
Privacy impact assessment: Overall process of privacy risk identification, risk analysis and risk evaluation with regard to the processing of personally identifiable information (PII).

Privacy principles: Set of shared values governing the privacy protection of personally identifiable information (PII) when processed in information and communication technology systems.

Privacy requirements: set of requirements to take into account when a 3GPP node is processing personally identifiable information (PII).

Processing of personally identifiable information (PII): Any operation or set of operations performed upon personally identifiable information (PII), including but not limited to: collection, transmission, storage, modification, anonymization, disclosure, erasure.

Pseudonymity: The condition when the processing of personally identifiable information (PII) is such the data can no longer be attributed to a specific subscriber without the use of additional information, as long as such additional information is kept separately and subject to technical and organisational measures to ensure non-attribution to an identified or identifiable subscriber.
Subscriber credential: a pair of values consisting of a key and an identifier that serves to identify a subscription and that is to be used as a basis for authentication and key agreement. 

Subscriber Identifier: The identifier that uniquely characterises a subscriber accessing the 3GPP system.
User Equipment (UE): Allows a user access to network services. For the purpose of 3GPP specifications the interface between the UE and the network is the radio interface. A User Equipment can be subdivided into a number of domains, the domains being separated by reference points. Currently the User Equipment is subdivided into the UICC domain and the ME Domain. The ME Domain can further be subdivided into one or more Mobile Termination (MT) and Terminal Equipment (TE) components showing the connectivity between multiple functional groups.

NOTE: 
A UE is a particular type of Device, containing the UICC domain and the ME Domain.
******************* End Change ********************

3. Conclusion

It is proposed to add the contents of this PCR to TR 33.899
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