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************* Start of change 1 ********************************************
5.5.1 
Identity Management Functional Model

The Identity Management functional model for MCPTT is shown in figure 5.5.1-1 and consists of the identity management server located in the MCPTT common services core and the identity management client located in the MCPTT UE.   The IdM server and the IdM client in the MCPTT UE establish the foundation for MCPTT user authentication and user authorisation.

The CSC-1 reference point, between the MCPTT IdM client in the UE and the Identity Management server, provides the interface for user authentication.  CSC-1 shall use the HTTP-1 reference point and shall support OpenID Connect 1.0 ([19], [20] and [21]).
The OpenID Connect profile for MCPTT shall be implemented as defined in Annex B.  MCPTT user authentication, MCPTT user authorisation, OpenID Connect 1.0, and the OpenID Connect profile for MCPTT shall form the basis of the MCPTT identity management architecture.

In alignment with the OpenID Connect 1.0 [21] and OAuth 2.0 standards [19] and [20], CSC-1 shall consist of two identity management interfaces; the authorisation endpoint and the token endpoint.  These endpoints are separate and independent from each other, requiring separate and independent IP addressing.  The authorisation endpoint server and the token endpoint server may be collectively referred to as the IdM server in this document.
The HTTP connections between the Identity Management client and the Identity management server shall be protected using HTTPS.
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Figure 5.5.1-1: Functional Model for MCPTT Identity Management
To support MCPTT user authentication, the IdM server (IdMS) shall be provisioned with the user’s MC ID and MCPTT ID (the MCPTT ID may be the same as the MC ID).  A mapping between the MC ID and MCPTT ID shall be created and maintained in the IdMS.  When an MCPTT user wishes to authenticate with the MCPTT service, the user is directed to provide their MC ID and credentials via the UE IdM client to the IdMS (note that the primary authentication method used to obtain the MC ID and credentials is out of scope of this document).  The IdMS receives and verifies the user’s MC ID and credentials, and if valid returns an id token, refresh token, and access token to the UE IdM client specific to that user.  The IdM client learns the user’s MCPTT ID from the id token.  Table 5.5.1-2 shows the MCPTT tokens and their usage.

Table 5.5.1-2: MCPTT tokens
	Token Type
	Consumer of the Token
	Description (See Annex B for details)

	Id token
	UE client(s)
	Contains MCPTT ID and whatever info related to the user that is useful to the client.

	Access token
	KMS, MCPTT server, etc. (Resource Server)
	Short-lived token (definable in the IdMS) that conveys the user’s identity.  This token contains the MCPTT ID.

	Refresh token
	IdM server (Authorization Server)
	Allows UE to obtain a new access token without forcing user to log in again.


In support of MCPTT user authorisation, the access token(s) obtained during user authentication is used to gain MCPTT services for the user.

The KM client in the UE uses an access token to obtain key management service authorization from the KMS.  The KMS verifies the access token, and if valid, authorizes the user for key management services and returns identity specific media and signalling key information to the KM client in the UE.

The MCPTT client in the UE uses an access token to obtain MCPTT service authorization from the MCPTT server. The MCPTT server verifies the access token, and if valid, authorizes the user for MCPTT services and returns an acknowledgement to the MCPTT client in the UE.

Upon successful MCPTT service authorization, the CM client in the UE uses an access token for configuration management authorization with the CM server to obtain the user profile. The CM server verifies the access token, and if valid, obtains the user’s profile from the MCPTT user database and returns it to the CM client in the UE.

From the user’s profile, the UE obtains the group memberships of the user (both on-network and off-network) and then using an access token, requests group configuration data from the Group Management server.  The GM server verifies the access token, and if valid, returns the user’s group configuration data (and associated group keys) to the GM client in the UE.

To support the MCPTT identity functional model, the MCPTT ID shall be:

- 
Provisioned into the IdM database and mapped to MC IDs.
- 
Provisioned into the KMS and mapped to identity associated keys.
- 
Provisioned into the MCPTT user database and mapped to the user profile; and

- 
Provisioned into the GMS and mapped to Group IDs.
Further details of the user authorisation architecture are found in Clause 5.6.
************* End of change 1 ********************************************
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