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1. Discussion
In 3GPP TR 23.799, there’re lots of features defined for 5G system, and following new features will impact security architecture obviously:

1. Separation of C-Plan and U-Plan
2. Network Slice
3. Virtualization (or NFV)

4. Network Capability Exposure
5. Support non-3GPP access
The overview security architecture needs to address those new features, and compliant with the authentication framework in section 6.12 of 3GPP TR 23.799.
Hence, in addition to the overview of LTE security architecture, the overview of NextGen security architecture needs to show following elements:

1. U-Plan security interface as well as C-Plan security interface
2. Network slices in serving network and security interface between slices
3. Virtural serving functions communication in a network slice
4. Virtual functions or third party functions authentication and authorization interface
5. Security interfaces for non-3GPP access network

2. pCR
************************************************** Start of change *******************************************************
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

SN-C
C-Plan of Serving Network

SN-U
U-Plan of Serving Network
NS
Network Slice
vSF
virtual Serving Function
AN
Access Network
**************************************************** End of first change ************************************************
**************************************************** Begin of second change*******************************************
5.1.4.x
Solution #1.x: Overview of security architecture
5.1.4.x.1
Introduction

This solution addresses key issue #1.1.

5.1.4.x.2
Solution details  

Figure 5.1.4.x.2-1 shows an overview of the NextGen security architecture.
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Figure 5.1.4.x.2-1 Overview of NextGen security architecture
Editor’s note1:
Whether 3GPP AN is sliced or not is FFS.
Editor’s note2:
How non-3GPP AN connects to 3GPP system is FFS.
Eight security feature groups are defined. Each of these feature groups meets certain threats and accomplishes certain security objectives:

-
Network access security (I): the set of security features that provide users with secure access to services, and which in particular protect against attacks on the (radio) access link.
-
User domain security (II): the set of security features that secure access to mobile stations.

-
Application domain security (III): the set of security features that enable applications in the user and in the provider domain to securely exchange messages and data.

-
Network domain security (IV): the set of security features that enable nodes, virtual serving functions, network slices to securely exchange signalling data, user data (between AN and SN and within AN), and protect against attacks on the wireline network.

-
User data security (V): the set of security features that enable mobile stations to securely exchange user data with AN and SN.

-
Third party exposure security (VI): the set of security features that provides third party functions with secure access to services.

-
UP control security (VII): the set of security features that enable control functions to securely exchange signalling data with user plan functions.

-
Visibility and configurability of security (VIII): the set of features that enables the user to inform himself whether a security feature is in operation or not and whether the use and provision of services should depend on the security feature.

NOTE:
Authentication framework describes the security feature group I and V.

5.1.4.1.3
Evaluation 

FFS

**************************************************** End of change ************************************************
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