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Abstract of the contribution: This contribution proposes to add new key issue under security area of subscriber privacy.
1 Proposal
Based on the discussion provided in S3-160956, a new key issue is presented. MS-Word comments are provided to explain the changes.
It is proposed that the text presented in the clause pCR be added to the TR 33.899.
2 pCR

	Note to the rapporteur: 

· All text is NEW and is based on the clause 5.7.3.1. The clause 5.7.3.1 is proposed to be deleted in S3-160963. 

· MS-Word comments are used only to show which text are based on the clause 5.7.3.1. They are NOT a part of the pCR and shall NOT be included in TR 33.899.

· Track-changes are used only to show changes from the original text in 5.7.3.1. All track-changes shall be accepted before including the text in TR 33.899.


5.7.3.x
Key issue #7.X: Concealing permanent or long-term device identifier

5.7.3.x.1
Key issue details

In a 3GPP system, permanent or long-term device identifiers are used during a communication process (e.g. in case of current LTE system: IMEI and MAC address).
Editor’s Note: MAC address usage within this security area is FFS. 
In a current LTE system, IMEI of the device is included in two types of NAS messages, i.e. IDENTITY REQUEST and SECURITY MODE COMPLETE. Both of these messages are protected when IMEI is transferred. However, during emergency bearer service request, when there is no valid subscription, a device includes its IMEI in an unprotected ATTACH REQUEST message. 

The Next Generation system should also maintain the protection of permanent device identifier. It could also be studied if transferring permanent device identifier unprotected can be avoided completely, even for emergency services.

5.7.3.x.2
Security and privacy threats 

Note: Similar threats as in clause 5.7.3.2
.2.

5.7.3.x.3
Potential security requirements

-
Permanent device identifiers shall be concealed in communication, whenever feasible.

Editor’s Note: It is FFS to determine if permanent device identifiers could be concealed in all communication, e.g. also during an emergency bearer service request.

�The following is moved originally from 5.7.3.1.1 (specifically the first paragraph in 5.7.3.1.1).





The track-changes show what is different from the original text.


�Note to the rapporteur:


Instead of preserving the clause number by using “void, if the numbering of the clause is restarted from “1”, this should be changed to “1”.


�New requirement similar to subscriber identifier.
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