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[bookmark: _Toc456274598]
Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
[bookmark: _Toc456274599]Introduction
Editor’s note: This clause is optional. If it exists, it is always the second unnumbered clause.

[bookmark: _Toc456274600]
1	Scope
Editor’s Note: This clause will outline that the present document contains objectives, requirements and test cases that are specific to PGW network product class. 

[bookmark: _Toc456274601]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.117: " Catalogue of General Security Assurance Requirements ".

…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[bookmark: _Toc456274602]3	Definitions, symbols and abbreviations
[bookmark: _Toc456274603]3.1	Definitions
[bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK8]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Definition format (Normal)
<defined term>: <definition>.
example: text used to clarify abstract rules by applying them literally.

[bookmark: _Toc456274604]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc456274605]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ACRONYM>	<Explanation>

[bookmark: _Toc456274606]4	Security objectives
Editor’s Note: Security objectives could be used to give a concise overview of the security requirements. For the content, TR 33.806, clause 5.5, can be taken as a starting point. 
[bookmark: _Toc456274607]5	PGW-specific security requirements and related test cases
[bookmark: _Toc456274608]5.1	Introduction
Editor’s Note: This clause will summarize the PGW-specific security requirements and related test cases. 
[bookmark: _Toc456274609]5.2 PGW-specific security functional adaptations of requirements and related test cases
Editor’s Note: This clause will document PGW-specific security functional requirements and related test cases. The templates of the security requirements and test case are same with the used templates in TS 33.116.
[bookmark: _Toc435180231][bookmark: _Toc456274610]5.2.1	Introduction
[bookmark: _Toc435180232][bookmark: _Toc456274611]5.2.2	Security functional requirements on the PGW deriving from 3GPP specifications and related test cases
 Editor’s Note: This clause will document Security functional requirements on the PGW deriving from 3GPP specifications and related test cases.
[bookmark: _Toc435180233]5.2.2.1	Security functional requirements on the PGW deriving from 3GPP specifications – xxxx
Editor’s Note: This clause will document Security functional requirements- xxxx on the PGW deriving from 3GPP specifications and related test cases. 

[bookmark: _Toc435180254][bookmark: _Toc456274612]5.2.3	Technical Baseline
Editor's Note: Take TS 33.117, section 5.2.3, as a starting point. It will document the security requirements which described the requirements in the section 5.2.3 of TR 33.117 are no PGW-specific or PGW-specific. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific. 
Editor’s Note: This clause will also describe the PGW-specific security requirements and related test cases that does not be included in TS 33.117 if we find these security requirements. 
[bookmark: _Toc435180255]5.2.3.1	Introduction
Editor's Note: substructure tba 
[bookmark: _Toc435180256]5.2.3.2	Protecting data and information
[bookmark: _Toc435180257]5.2.3.2.1	Protecting data and information – general
Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.2.3.2.1 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific. 
[bookmark: _Toc435180258]5.2.3.2.2	Protecting data and information – unauthorized viewing
[bookmark: _Toc435180259]Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.2.3.2.2 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific. 
5.2.3.2.3	Protecting data and information in storage
[bookmark: _Toc435180260]Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.2.3.2.3 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific. 
5.2.3.2.4	Protecting data and information in transfer
Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.2.3.2.4 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific. 

[bookmark: _Toc435180261]5.2.3.2.5	Logging access to personal data
[bookmark: _Toc435180262]Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.2.3.2.5 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific. 
5.2.3.3	Protecting availability and integrity
[bookmark: _Toc435180263]Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.2.3.3 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific. 
5.2.3.4	Authentication and authorization
[bookmark: _Toc435180264]Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.2.3.4 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific. 
5.2.3.5	Protecting sessions
[bookmark: _Toc435180265]Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.2.3.5 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific. 
5.2.3.6	Logging
[bookmark: _Toc435180266]Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.2.3.6 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific. 
[bookmark: _Toc456274613]5.2.4	Operating Systems
[bookmark: _Toc435180267]Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.2.4 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific. 
[bookmark: _Toc456274614]5.2.5	Web Servers
[bookmark: _Toc435180268]Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.2.5 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific. 
[bookmark: _Toc456274615]5.2.6	Network Devices
[bookmark: _Toc435180269]Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.2.6 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific. 
[bookmark: _Toc456274616]5.2.7	Other security functional requirements on the PGW
Editor's Note: This clause will describe the PGW-specific security requirements and related test cases additions to the categories in clause 5.2 of TS 33.117. 

[bookmark: _Toc456274617]5.3	PGW-specific adaptations of hardening requirements and related test cases
Editor’s Note: Take TS33.117, section 5.3, as a starting point, and note PGW-specific adaptations, if required. Note subclauses as "void" or "no adaptation needed" as appropriate.
[bookmark: _Toc435180270][bookmark: _Toc456274618]5.3.1	Introduction
[bookmark: _Toc435180271][bookmark: _Toc456274619]5.3.2	Technical Baseline
Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.3.2 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific.
[bookmark: _Toc435180272][bookmark: _Toc456274620]5.3.3	Operating Systems
[bookmark: _Toc435180273]Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.3.3 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific.
[bookmark: _Toc456274621]5.3.4	Web Servers
[bookmark: _Toc435180274]Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.3.4 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific.
[bookmark: _Toc456274622]5.3.5	Network Devices
[bookmark: _Toc435180275]Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.3.5 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific.
[bookmark: _Toc456274623]5.3.6	Other PGW-specific adaptations of hardening requirements and related test cases
Editor's Note: This clause will describe the PGW-specific security requirements and related test cases additions to the categories in clause 5.3 of TS 33.117. 

[bookmark: _Toc456274624]5.4	PGW-specific adaptations of basic vulnerability testing requirements and related test cases
Editor's Note: Take TS33.117, section 5.4, as a starting point, and note PGW-specific adaptations, if required. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific.
[bookmark: historyclause]. 

Annex <X> (informative):
Change history
This is the last annex for TSs which details the change history using the following table.
This table can be used for recording progress during the WG drafting process till TSG approval of this TS.
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