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Abstract of the contribution: This pCR proposes a solution for key issues of network slicing security in Next Generation System described in TR 33.899.

Introduction

As described in key issues in section 5.8.3 of TR33.899, isolation between network slices and support of different security mechanisms are required. However, existing security framework supports only single security policy or set of requirements for whole network. In order to address these issues, this pCR introduces Slice Security Server (SSS) which provides each network slice with identity, and manages security policy and configuration for each slice with the given identity.
##### BEGIN OF CHANGES #####

5.8.4
Solutions
5.8.4.z
Solution #8.z: Security isolation of network slices, Security mechanism differentiation

5.8.4.z.1
Introduction

This solution addresses several key issues of #8.1 Security isolation of network slices and #8.2 Security mechanism differentiation for network slices. 
5.8.4.z.2
Solution details  

As a prerequisite the UE must be preconfigured with the slice IDs to be used and those must match to the ones configured in the network. The Slice Security Server (SSS) is a repository for the different slice security requirements and provides those to the HSS on request for selecting the appropriate security algorithm per slice. The SSS may be collocated with the HSS.
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Fig. 5.8.4.z.2-1 Attach Procedure with one RRC connection for all slices
Step 1: The UE sends an Attach Request to the RAN including a list of all desired slice IDs. 
Step 2: The RAN selects the CP Function and forwards the Attach Request including the list of slice IDs.

Step 3: The CP Function may request the UE identity.

Step 4: The presence of the slice ID list is indicating the CP Function the UE capability to handle several slices with different security requirements. The CP Function requests the Authentication Data from the HSS and includes the list of requested slice IDs, if available. The CP Function may further check based on the subscription profile whether the UE is eligible to access to the network slice(s) associated with the list of slice IDs.

Step 5: The HSS sends a Slice Security Request to the SSS including the slice ID list received from the CP Function. If no slice IDs are indicated in the message from the CP Function, then the HSS checks the subscription profile whether the terminal subscribed to any specific services that require special treatment and includes them (i.e. subscribed slice IDs) in the request to the SSS. 

Step 6: The SSS provides the security requirements per slice ID. The security requirements could already indicated the algorithm to be used or indicate a level, e.g. high security, middle security, low security, or they could point to a predefined security profile out of a set of predefined profiles. Those predefined security profiles could be available in all network nodes, i.e. known to all CP Functions and RAN nodes, HSS etc., so that only a pointer to the profile ID is required in the security requirements.

Step 7: According to the received security requirements, the HSS executes the security procedures per slice and selects the corresponding security algorithms per slice. The HSS may take the UE capabilities into account as well as the operator policies. Under the security procedures, the HSS creates individual Authentication Vectors per slice and creates a binding with the corresponding slice IDs. 

Step 8: The HSS sends the set of Authentication Vectors and slice IDs to the CP Function in the Authentication Data Response. 

Step 9: The CP Function sets up the Control Plane layer security per slice and performs authentication and key agreement (AKA). The messages may not belong to any slice and shall contain the UE security capabilities and per slice ID the selected algorithms for ciphering and integrity, or the security profile ID. The UE verifies the integrity of the message from the CP Function and starts integrity protection and ciphering/deciphering with this security context and sends an acknowledgement message to CP function ciphered and integrity protected.

Step 10: The RAN sets up the radio access layer security for user plane and control plane and sends the selected algorithms for integrity and ciphering per slice. 

Step 11: The UE configures the uplink filters in order to map uplink traffic from the application to the right Data Radio Bearers (DRB) on the corresponding slices.

Step 12: The UE finalizes the bearer setup per slice towards the User Plane Function with individual security.

If a UE would like to attach to a slice not included in the ATTACH request of step 1, then the UE would be required to send another ATTACH request with the slice ID it would like to be attached to. The CP Function detects that the UE is already attached to the network and would not perform authentication with the UE, but still query the SSS for the security requirements of the slice and slice authorization.

5.8.4.z.3
Evaluation 
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