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This contribution provides a brief summary of the progress in TCG Working Groups as of July 11, 2015.
1. TCG – Highlights

· Collaboration with other standards bodies

· ETSI Security Week – June 2016 – TCG talks on Challenges for 5G Security and Platform Integrity, TPM 2.0 overview, TCG IoT security topics, and TCG structure and workgroups
· ETSI NFV Security WG – since March 2015 – invited TCG contributions to NFV SEC specs 

· Global Platform – since 2012 – invited TCG contributions to GP TEE specs
· Creation of new work items

· TCG Trusted Embedded Platform Architecture Hardware Requirements for a Device Identifier Composition Engine – started February 2016
· TCG Trusted Embedded Platform Architecture Root-of-Trust-for-Measurment Properties and Functionality – started October 2015

· TCG Implementation Guidance for Classes of Constrained Devices – started August 2015
· Publication of new or revised deliverables

· TCG Multiple Stakeholders Model v1.0 – TCG published May 2016

· TCG TNC IF-M Segmentation v1.0 – TCG published April 2016 – TNC 
IF-MAP segmentation (for large endpoint manifests using ISO SWID Tags)
· TNC SWID Messages for IF-M – TCG published August 2015 – TNC IF-MAP metadata on installed software (using ISO SWID Tags)

· TCG TPM 2.0 Library Errata 1.4 – January 2016 – for TPM 2.0 (ISO 11889)

· TCG groups recently created
· Network Equipment Subgroup (NetEq) – chartered May 2015
· Root-of-Trust-for-Measurement Subgroup (RTM) – chartered July 2015
· TCG / SAE Collaboration – since December 2014 – ongoing
· SAE Vehicle Cybersecurity Systems Engineering – TCG members
· SAE Vehicle Cybersecurity Assurance Testing Task Force – TCG members
· Secure automotive requirements, protocols, and solutions
· SAE Vehicle Electrical System Security Committee – TCG members
· SAE Vehicle Electrical Hardware Security Task Force – TCG members
· Potential – Add TPM 2.0 features to SAE h/w security requirements
· TCG / OMA Cooperation Agreement – May 2015
· Mobile device management and provisioning
· Potential – Provisioning TCG technologies via OMA DM 2.0
· TCG Members Meeting in Vienna – 20-23 June 2015
· Edit TCG Runtime Integrity Maintenance

· Edit TCG Guidance for Securing Network Equipment
· Edit TCG Hardware Requirements for a Device Identifier Composition Engine
· Edit TCG Root-of-Trust-for-Measurment Properties and Functionality
2. Highlights of Work Items

· TCG Hardware Requirements for a Device Identifier Composition Engine

· Scope – hardware requirements for creating a value that is derived from a Unique Device Secret and the identity of the first mutable code for attestation of embedded devices without TPMs
· Status – work-in-progress – member/public review in Q1 2017

· TCG Root-of-Trust-for-Measurment Properties and Functionality
· Scope – generic properties for an RTM and generic measurement functionality for such an RTM for embedded devices with or without TPMs
· Status – work-in-progress – member/public review in Q3/Q4 2016

· TCG Implementation Guidance for Classes of Constrained Devices
· Scope – provisioning, attestation for constrained IoT devices

· Status – work-in-progress – member/public review in Q3 2016

· TNC IF-MAP Concise Binding

· Scope – security automation servers w/ publish/subscribe for IETF SACM

· Status – work-in-progress – member/public review in Q3/Q4 2016

· Goal – IF-MAP 3.0 (TLS/CBOR) to replace IF-MAP 2.2 (SOAP/XML)

· TCG Guidance for Securing Network Equipment 1.0

· Scope – securing routers, switches, firewalls, access points, etc.

· Status – work-in-progress – member/public review in Q3 2016

3. Meetings
TCG Members Meeting in Seoul, South Korea – 17-21 October 2016
MPWG meets every Thursday at 10-11 ET

TMS WG meets every Monday and Friday at 12-13 ET

4. Conclusion

It is proposed to add the contents of this contribution in the Section 6.7 (Reports and Liaisons from other Groups – TCG) of SA3#84 meeting report
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